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Using Retire.js with ZAP to identify
vulnerabilities in JavaScript libraries
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Download the Retire add-on for ZAP from here.

1. Go to File -> Load Add-on File and load the add-on to the ZAP

——
[EB it View Analyse Report Tools Online Help
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|~2pensession iz {4 Quick start # | = Request | Response<= | 4 |
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Session Broperties... D Welcome to the OWASP Zed Attack Proxy (ZAP)
ort Context.. ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
spotentacs Please be aware that you should only attack applications that you have been specifically been given permission to test
To quickly test an application, enter its URL below and press 'Attack’.
URL to attack: | http:// @ Select...
» Attack W st

Progress: Not started

For a more in depth test you should explore your application using your browser or automated regression tests while proxying through ZAP,
See the help file for more detals,
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2. Currently the alpha version of retirejs is released by the community
for the ZAP, Click onthe retirejs-alpha-3.zap and update the ZAP
with the add-on by click open.(You won’t be able to observe any Ul
changes after adding the add-on but you can verify the update by
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checking /home/<NAME>/.ZAP/plugin folder. )

Look In: | (& Downloads ﬂ || @) | & N ”EJ
5 & sifaj-1.7.21 ] <tirejs-alpha-3.zap]

(8 Unlimited)CEPolicy)DK3
ava-5.1.39 ([@wM

Silter (& xdman
(& zaproxy
<’ A\ ) >
File Name: retirejs-alpha-3.zap
Files of Type: | ZAP Add-on v

[ Open ] | Cancel |

Configuring ZAP Proxy to Trace Browser Traffic

3. Go to Tools — Options — Local Proxy and set the hostname/ip

address and the port number for the proxy. (In this example, the port is
set to 7777 which is selected randomly)
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¥ Options [A
Active Scan
Active Scan Input Vector Local Proxy
AJAX Spider
Alerts Address (eg localhost, 127.0.0.1) localhost

Local Proxy o)

:;T' (ShETokens Port (eg 8080) 7777 &
Applications
Breakpoints
Certificate
Check For Updates (V] Modify/Remove "Accept-Encoding" request-header
Connection @ AIways unzip gzipped content

Database
Display Security Protocols
Dynamic SSL Certificates
Encode/Decode ] ssLv2Hello ] ssL3 (V) TLs1 (] TLS 1.1 (V] TLS 1.2
Extensions

Forced Browse

Fuzzer

Global Exclude URL (Bet:
Http Sessions

VM

Keyboard

Language

Local Proxy

Passive Scan Rules
Passive Scan Tags

Set your browser proxy setting using the above. The http port and https port
must be the same port as above.

Scripts

Search
Selenitim l'

e TV |

Cancel oK

4. Now ZAP tool is ready to capture the traffic going through the
above set port number. Next step is to configure the browser to send
traffic through this port number so ZAP tool can trace them. In
Firefox, go to Edit — Preferences and in the Advanced options, click

on Settings under the Network tab.

Select the Manual proxy configuration and set the hostname/ip and

the port number.
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5. Now, go to Firefox and access the your application. You will see the

traffic goes through ZAP proxy.
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Continue the scanning, you will observe the reported JavaScript

vulnerabilities under the Alerts tab
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