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Google helps you with Google Dorks to find Vulnerable Websites
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that Indexed in Google Search Results. Here is the latest collection of

Google SQL dorks. More than a million of people searching for google

dorks for various purposes for database queries, SEO and for SQL

injection.

SQL injection is a technique which attacker takes non-validated input

vulnerabilities and inject SQL commands through web applications

that are executed in the backend database.

It is very easy and all we need to use the advanced operators in

Google search engine and to locate the results with the strings. SQL

injection currently ranked #1 on the OWASP Top 10 chart which

means that it is responsible for a large portion of public disclosures

and security breaches.

With the advanced operators, you can locate specific vulnerabilities

in the web applications. If the website is vulnerable attackers can

locate login pages, Private folders, server Vulnerabilities and files that

containing login credentials.

Common SQL Injection Threats

DOS attacks.

Tamper Data Base records.

Privilege Escalation.

Identity Spoofing.
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Data Disclosure.

Google SQL Dorks 2019
Here are the collection of the Latest collection of Google SQL Dorks

List for SQL Injection 2019.

view_items.php?id= home.php?cat= item_book.php?CAT= 
www/index.php?page= schule/termine.php?view= 
goods_detail.php?data= storemanager/contents
/item.php?page_code= view_items.php?id= 
customer/board.htm?mode= help/com_view.html?code= 
n_replyboard.php?typeboard= eng_board/view.php?T****= 
prev_results.php?prodID= bbs/view.php?no= gnu/?doc= 
zb/view.php?uid= global/product/product.php?gubun= 
m_view.php?ps_db= productlist.php?tid= product-list.php?id= 
onlinesales/product.php?product_id= garden_equipment/Fruit-
Cage/product.php?pr= product.php?shopprodid= 
product_info.php?products_id= productlist.php?tid= 
showsub.php?id= productlist.php?fid= products.php?cat= 
products.php?cat= product-list.php?id= product.php?sku= 
store/product.php?productid= products.php?cat= 
productList.php?cat= product_detail.php?product_id= 
product.php?pid= view_items.php?id= more_details.php?id= 
county-facts/diary/vcsgen.php?id= idlechat/message.php?id= 
podcast/item.php?pid= products.php?act= details.php?prodId= 
socsci/events/full_details.php?id= ourblog.php?categoryid= 
mall/more.php?ProdID= archive/get.php?message_id= 
review/review_form.php?item_id= 
english/publicproducts.php?groupid= 
news_and_notices.php?news_id= rounds-detail.php?id= gig.php?id= 
board/view.php?no= index.php?modus= news_item.php?id= 
rss.php?cat= products/product.php?id= details.php?ProdID= 
els_/product/product.php?id= store/description.php?iddesc= 
socsci/news_items/full_story.php?id= naboard/memo.php?bd= 
bookmark/mybook/bookmark.php?bookPageNo= 
board/board.html?table= kboard/kboard.php?board= 
order.asp?lotid= goboard/front/board_view.php?code= 
bbs/bbsView.php?id= boardView.php?bbs= eng/rgboard
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/view.php?&bbs_id= product/product.php?cate= content.php?p= 
page.php?module= ?pid= bookpage.php?id= cbmer/congres
/page.php?LAN= content.php?id= news.php?ID= 
photogallery.php?id= index.php?id= 
product/product.php?product_no= nyheder.htm?show= book.php?ID= 
print.php?id= detail.php?id= book.php?id= content.php?PID= 
more_detail.php?id= content.php?id= view_items.php?id= 
view_author.php?id= main.php?id= english/fonction/print.php?id= 
magazines/adult_magazine_single_page.php?magid= 
product_details.php?prodid= 
magazines/adult_magazine_full_year.php?magid= 
products/card.php?prodID= catalog/product.php?cat_id= 
e_board/modifyform.html?code= community/calendar-event-
fr.php?id= products.php?p= news.php?id= StoreRedirect.php?ID= 
subcategories.php?id= tek9.php? template.php?Action=Item&pid= 
topic.php?ID= tuangou.php?bookid= type.php?iType= 
updatebasket.php?bookid= updates.php?ID= view.php?cid= 
view_cart.php?title= view_detail.php?ID= viewcart.php?CartId= 
viewCart.php?userID= viewCat_h.php?idCategory= 
viewevent.php?EventID= viewitem.php?recor= 
viewPrd.php?idcategory= ViewProduct.php?misc= 
voteList.php?item_ID= whatsnew.php?idCategory= 
WsAncillary.php?ID= WsPages.php?ID=noticiasDetalle.php?xid= 
sitio/item.php?idcd= index.php?site= de/content.php?page_id= 
gallerysort.php?iid= docDetail.aspx?chnum= index.php?section= 
index.php?page= index.php?page= en/publications.php?id= 
events/detail.php?ID= forum/profile.php?id= media/pr.php?id= 
content.php?ID= cloudbank/detail.php?ID= pages.php?id= 
news.php?id= beitrag_D.php?id= content/index.php?id= 
index.php?i= ?action= index.php?page= beitrag_F.php?id= 
index.php?pageid= page.php?modul= detail.php?id= index.php?w= 
index.php?modus= news.php?id= news.php?id= aktuelles/meldungen-
detail.php?id= item.php?id= obio/detail.php?id= page/de
/produkte/produkte.php?prodID= packages_display.php?ref= 
shop/index.php?cPath= modules.php?bookid= view/7
/9628/1.html?reply= product_details.php?prodid= 
catalog/product.php?pid= rating.php?id= ?page= 
catalog/main.php?cat_id= index.php?page= detail.php?prodid= 
products/product.php?pid= news.php?id= book_detail.php?BookID= 
catalog/main.php?cat_id= catalog/main.php?cat_id= 
default.php?cPath= catalog/main.php?cat_id= 
catalog/main.php?cat_id= category.php?catid= 
categories.php?cat= categories.php?cat= detail.php?prodID= 
detail.php?id= category.php?id= hm/inside.php?id= 
index.php?area_id=
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gallery.php?id= products.php?cat= products.php?cat= 
media/pr.php?id= books/book.php?proj_nr= 
products/card.php?prodID= general.php?id= news.php?t= 
usb/devices/showdev.php?id= content/detail.php?id= 
templet.php?acticle_id= news/news/title_show.php?id= 
product.php?id= index.php?url= cryolab/content.php?cid= 
ls.php?id= s.php?w= abroad/page.php?cid= bayer/dtnews.php?id= 
news/temp.php?id= index.php?url= book/bookcover.php?bookid= 
index.php/en/component/pvm/?view= product/list.php?pid= 
cats.php?cat= software_categories.php?cat_id= print.php?sid= 
about.php?cartID= accinfo.php?cartId= acclogin.php?cartID= 
add.php?bookid= add_cart.php?num= addcart.php? addItem.php add-
to-cart.php?ID= addToCart.php?idProduct= 
addtomylist.php?ProdId= adminEditProductFields.php?intProdID= 
advSearch_h.php?idCategory= affiliate.php?ID= affiliate-
agreement.cfm?storeid= affiliates.php?id= ancillary.php?ID= 
archive.php?id= article.php?id= phpx?PageID basket.php?id= 
Book.php?bookID= book_list.php?bookid= book_view.php?bookid= 
BookDetails.php?ID= browse.php?catid= browse_item_details.php 
Browse_Item_Details.php?Store_Id= buy.php? buy.php?bookid= 
bycategory.php?id= cardinfo.php?card= cart.php?action= 
cart.php?cart_id= news.php?id= aktuelles/meldungen-
detail.php?id= item.php?id= obio/detail.php?id= page/de
/produkte/produkte.php?prodID= packages_display.php?ref= 
shop/index.php?cPath= modules.php?bookid= product-
range.php?rangeID= en/news/fullnews.php?newsid= 
deal_coupon.php?cat_id= show.php?id= blog/index.php?idBlog= 
redaktion/whiteteeth/detail.php?nr= HistoryStore/pages
/item.php?itemID= aktuelles/veranstaltungen/detail.php?id= 
tecdaten/showdetail.php?prodid= ?id= rating/stat.php?id= 
content.php?id= viewapp.php?id= item.php?id= 
news/newsitem.php?newsID= FernandFaerie/index.php?c= 
show.php?id= ?cat= categories.php?cat= category.php?c= 
product_info.php?id= prod.php?cat= store/product.php?productid= 
browsepr.php?pr= product-list.php?cid= products.php?cat_id= 
product.php?ItemID= view-event.php?id= content.php?id= 
book.php?id= page/venue.php?id= print.php?sid= 
colourpointeducational/more_details.php?id= print.php?sid= 
browse/book.php?journalID= section.php?section= 
bookDetails.php?id= profiles/profile.php?profileid= 
event.php?id= gallery.php?id= category.php?CID= 
corporate/newsreleases_more.php?id= print.php?id= 
view_items.php?id= more_details.php?id= county-facts/diary
/vcsgen.php?id= idlechat/message.php?id= podcast/item.php?pid= 
products.php?act= details.php?prodId= socsci/events
/full_details.php?id= ourblog.php?categoryid= 
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mall/more.php?ProdID= archive/get.php?message_id= 
review/review_form.php?item_id= 
english/publicproducts.php?groupid= 
news_and_notices.php?news_id= rounds-detail.php?id= gig.php?id= 
board/view.php?no= index.php?modus= news_item.php?id= 
rss.php?cat= products/product.php?id= details.php?ProdID= 
els_/product/product.php?id= store/description.php?iddesc= 
socsci/news_items/full_story.php?id= modules/forum
/index.php?topic_id= feature.php?id= products/Blitzball.htm?id= 
profile_print.php?id=

questions.php?questionid= html/scoutnew.php?prodid= 
main/index.php?action= ********.php?cid= ********.php?cid= 
news.php?type= index.php?page= viewthread.php?tid= 
summary.php?PID= news/latest_news.php?cat_id= index.php?cPath= 
category.php?CID= index.php?pid= more_details.php?id= 
specials.php?osCsid= search/display.php?BookID= 
articles.php?id= print.php?sid= page.php?id= 
more_details.php?id= newsite/pdf_show.php?id= 
shop/category.php?cat_id= shopcafe-shop-product.php?bookId= 
shop/books_detail.php?bookID= index.php?cPath= 
more_details.php?id= news.php?id= more_details.php?id= 
shop/books_detail.php?bookID= more_details.php?id= 
blog.php?blog= index.php?pid= prodotti.php?id_cat= 
category.php?CID= more_details.php?id= poem_list.php?bookID= 
more_details.php?id= content.php?categoryId= 
authorDetails.php?bookID= press_release.php?id= 
item_list.php?cat_id= 
colourpointeducational/more_details.php?id= index.php?pid= 
download.php?id= shop/category.php?cat_id= 
i-know/content.php?page= store/index.php?cat_id= 
yacht_search/yacht_view.php?pid= pharmaxim/category.php?cid= 
print.php?sid= specials.php?osCsid= store.php?cat_id= 
category.php?cid= displayrange.php?rangeid= product.php?id= 
csc/news-details.php?cat= products-display-details.php?prodid= 
stockists_list.php?area_id= news/newsitem.php?newsID= 
index.php?pid= newsitem.php?newsid= category.php?id= 
news/newsitem.php?newsID= details.php?prodId= 
publications/publication.php?id= purelydiamond/products
/category.php?cat= category.php?cid= product/detail.php?id= 
news/newsitem.php?newsID= details.php?prodID= item.php?item_id= 
edition.php?area_id= page.php?area_id= view_newsletter.php?id= 
feedback.php?title= freedownload.php?bookid= 
fullDisplay.php?item= getbook.php?bookid= GetItems.php?itemid= 
giftDetail.php?id= help.php?CartId= home.php?id= 
index.php?cart= index.php?cartID= index.php?ID= info.php?ID= 
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item.php?eid= item.php?item_id= item.php?itemid= 
item.php?model= item.php?prodtype= item.php?shopcd= 
item_details.php?catid= item_list.php?maingroup 
item_show.php?code_no= itemDesc.php?CartId= 
itemdetail.php?item= itemdetails.php?catalogid= 
learnmore.php?cartID= links.php?catid= list.php?bookid= 
List.php?CatID= listcategoriesandproducts.php?idCategory= 
modline.php?id= myaccount.php?catid= updates.php?ID= 
view.php?cid= view_cart.php?title= view_detail.php?ID= 
viewcart.php?CartId= viewCart.php?userID= 
viewCat_h.php?idCategory= viewevent.php?EventID= 
viewitem.php?recor= viewPrd.php?idcategory= 
ViewProduct.php?misc= voteList.php?item_ID= 
whatsnew.php?idCategory= WsAncillary.php?ID= 
WsPages.php?ID=noticiasDetalle.php?xid= sitio/item.php?idcd= 
index.php?site= de/content.php?page_id= gallerysort.php?iid= 
products.php?type= event.php?id= showfeature.php?id= 
home.php?ID= tas/event.php?id= profile.php?id= details.php?id= 
past-event.php?id= index.php?action= site/products.php?prodid= 
page.php?pId= resources/vulnerabilities_list.php?id= 
site.php?id= products/index.php?rangeid= 
global_projects.php?cid= publications/view.php?id= 
display_page.php?id= pages.php?ID= lmsrecords_cd.php?cdid= 
product.php?prd= cat/?catid= products/product-list.php?id= 
debate-detail.php?id= cbmer/congres/page.php?LAN= 
content.php?id= news.php?ID= photogallery.php?id= index.php?id= 
product/product.php?product_no= nyheder.htm?show= book.php?ID= 
print.php?id= detail.php?id= book.php?id= content.php?PID= 
more_detail.php?id= content.php?id= view_items.php?id= 
view_author.php?id= main.php?id= english/fonction/print.php?id= 
magazines/adult_magazine_single_page.php?magid= 
product_details.php?prodid= 
magazines/adult_magazine_full_year.php?magid= 
products/card.php?prodID= catalog/product.php?cat_id= 
e_board/modifyform.html?code= community/calendar-event-
fr.php?id= products.php?p= news.php?id= view/7
/9628/1.html?reply= product_details.php?prodid= 
catalog/product.php?pid= rating.php?id= ?page= 
catalog/main.php?cat_id= index.php?page= detail.php?prodid= 
products/product.php?pid= news.php?id= book_detail.php?BookID= 
catalog/main.php?cat_id= catalog/main.php?cat_id= 
default.php?cPath= catalog/main.php?cat_id= 
catalog/main.php?cat_id= category.php?catid= 
categories.php?cat= categories.php?cat= detail.php?prodID= 
detail.php?id= category.php?id= hm/inside.php?id= 
index.php?area_id= gallery.php?id= products.php?cat= 
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products.php?cat= media/pr.php?id= books/book.php?proj_nr= 
products/card.php?prodID= general.php?id= news.php?t= 
usb/devices/showdev.php?id= content/detail.php?id= 
templet.php?acticle_id= news/news/title_show.php?id= 
product.php?id= index.php?url= cryolab/content.php?cid= 
ls.php?id= s.php?w= abroad/page.php?cid= bayer/dtnews.php?id= 
news/temp.php?id= index.php?url= book/bookcover.php?bookid= 
index.php/en/component/pvm/?view= product/list.php?pid= 
cats.php?cat= software_categories.php?cat_id= print.php?sid= 
docDetail.aspx?chnum= index.php?section= index.php?page= 
index.php?page= en/publications.php?id= events/detail.php?ID= 
category.php?c= main.php?id= article.php?id= 
showproduct.php?productId= view_item.php?item= 
skunkworks/content.php?id= index.php?id= item_show.php?id= 
publications.php?Id= index.php?t= view_items.php?id= 
portafolio/portafolio.php?id= YZboard/view.php?id= 
index_en.php?ref= index_en.php?ref= category.php?id_category= 
main.php?id= main.php?id= calendar/event.php?id= 
default.php?cPath= pages/print.php?id= index.php?pg_t= 
_news/news.php?id= forum/showProfile.php?id= fr/commande-liste-
categorie.php?panier= downloads/shambler.php?id= sinformer/n
/imprimer.php?id= More_Details.php?id= 
directory/contenu.php?id_cat= properties.php?id_cat= 
forum/showProfile.php?id= downloads/category.php?c= 
index.php?cat= product_info.php?products_id= 
product_info.php?products_id= product-list.php?category_id= 
detail.php?siteid= projects/event.php?id= view_items.php?id= 
more_details.php?id= melbourne_details.php?id= 
more_details.php?id= detail.php?id= more_details.php?id= 
home.php?cat= idlechat/message.php?id= detail.php?id= 
print.php?sid= more_details.php?id= default.php?cPath= 
events/event.php?id= brand.php?id= 
toynbeestudios/content.php?id= show-book.php?id= 
more_details.php?id= store/default.php?cPath= property.php?id= 
product_details.php?id= more_details.php?id= 
product.php?shopprodid= product.php?productid= 
product.php?product= product.php?product_id= 
productlist.php?id= product.php?shopprodid= 
garden_equipment/pest-weed-control/product.php?pr= 
product.php?shopprodid= browsepr.php?pr= productlist.php?id= 
kshop/product.php?productid= product.php?pid= 
showproduct.php?prodid= product.php?productid= 
productlist.php?id= index.php?pageId= productlist.php?tid= 
product-list.php?id= onlinesales/product.php?product_id= 
garden_equipment/Fruit-Cage/product.php?pr= 
product.php?shopprodid= product_info.php?products_id= 
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productlist.php?tid= showsub.php?id= productlist.php?fid= 
products.php?cat= products.php?cat= product-list.php?id= 
product.php?sku= productlist.php?grpid= 
cart/product.php?productid= db/CART
/product_details.php?product_id= ProductList.php?id= 
products/product.php?id= product.php?shopprodid= 
product_info.php?products_id= product_ranges_view.php?ID= 
cei/cedb/projdetail.php?projID= products.php?DepartmentID= 
product.php?shopprodid= product.php?shopprodid= 
product_info.php?products_id= index.php?news= 
education/content.php?page= Interior/productlist.php?id= 
products.php?categoryID= ?pid= bookpage.php?id= 
view_items.php?id= index.php?pagina= product.php?prodid= 
notify/notify_form.php?topic_id= php/index.php?id= 
content.php?cid= product.php?product_id= 
constructies/product.php?id= detail.php?id= php/index.php?id= 
index.php?section= product.php?****= show_bug.cgi?id= 
detail.php?id= bookpage.php?id= product.php?id= 
today.php?eventid= main.php?item= index.php?cPath= news.php?id= 
event.php?id= print.php?sid= news/news.php?id= module/range
/dutch_windmill_collection.php?rangeId= print.php?sid= 
show_bug.cgi?id= product_details.php?product_id= 
products.php?groupid= projdetails.php?id= 
product.php?productid= products.php?catid= 
product.php?product_id= product.php?prodid= product.php?prodid= 
newsitem.php?newsID= newsitem.php?newsid= profile.php?id= 
********s_in_area.php?area_id= productlist.php?id= 
productsview.php?proid= rss.php?cat= pub/pds
/pds_view.php?start= products.php?rub= ogloszenia/rss.php?cat= 
print.php?sid= product.php?id= print.php?sid= magazin.php?cid= 
galerie.php?cid= www/index.php?page= view.php?id= 
content.php?id= board/read.php?tid= product.php?id_h= 
news.php?id= index.php?book= products.php?act= reply.php?id= 
isplay.php?ID= display.php?ID= ponuky/item_show.php?ID= 
default.php?cPath= main/magpreview.php?id= 
***zine/board.php?board= content.php?arti_id= 
mall/more.php?ProdID= product.php?cat= news.php?id= 
content/view.php?id= content.php?id= index.php?action= 
board_view.php?s_board_id= KM/BOARD/readboard.php?id= 
board_view.html?id= content.php?cont_title= category.php?catid= 
mall/more.php?ProdID= publications.php?id= 
irbeautina/product_detail.php?product_id= print.php?sid= 
index_en.php?id= bid/topic.php?TopicID= 
news_content.php?CategoryID= front/bin/forumview.phtml?bbcode= 
cat.php?cat_id= stat.php?id= veranstaltungen/detail.php?id= 
more_details.php?id= english/print.php?id= print.php?id= 
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view_item.php?id= content/conference_register.php?ID= 
rss/event.php?id= event.php?id= main.php?id= rtfe.php?siteid= 
category.php?cid= classifieds/detail.php?siteid= 
tools/print.php?id= channel/channel-layout.php?objId= 
content.php?id= resources/detail.php?id= more_details.php?id= 
detail.php?id= view_items.php?id= content/programme.php?ID= 
detail.php?id= default.php?cPath= more_details.php?id= 
content.php?id= view_items.php?id= default.php?cPath= 
book.php?id= view_items.php?id= products/parts/detail.php?id= 
category.php?cid= book.html?isbn= view_item.php?id= 
picgallery/category.php?cid= detail.php?id= print.php?sid= 
displayArticleB.php?id= knowledge_base/detail.php?id= 
bpac/calendar/event.php?id= mb_showtopic.php?topic_id= 
pages.php?id= content.php?id= exhibition_overview.php?id= 
singer/detail.php?siteid= Category.php?cid= detail.php?id= 
print.php?sid= category.php?cid= more_detail.php?X_EID= 
book.php?ISBN= view_items.php?id= category.php?cid= 
htmlpage.php?id= story.php?id= tools/print.php?id= 
print.php?sid= php/event.php?id= print.php?sid= 
articlecategory.php?id= print.php?sid= ibp.php?ISBN= 
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.php?url=" .php?urlFrom=" .php?v=" .php?var=" .php?vi=" 
.php?view=" .php?visual=" .php?wPage=" .php?y="

releases_headlines_details.php?id= store_bycat.php?id= 
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store_listing.php?id= Store_ViewProducts.php?Cat= store-
details.php?id= storefront.php?id= storefronts.php?title= 
storeitem.php?item= products.php?type= event.php?id= 
showfeature.php?id= home.php?ID= tas/event.php?id= 
profile.php?id= details.php?id= past-event.php?id= 
index.php?action= site/products.php?prodid= page.php?pId= 
resources/vulnerabilities_list.php?id= site.php?id= 
products/index.php?rangeid= global_projects.php?cid= 
publications/view.php?id= display_page.php?id= pages.php?ID= 
lmsrecords_cd.php?cdid= product.php?prd= cat/?catid= 
products/product-list.php?id= debate-detail.php?id= 
/calendar.php?l= calendar.php?l=" /calendar.php?l= 
calendar.php?l= /calendar.php?p= calendar.php?p=" 
/calendar.php?p= calendar.php?p= /calendar.php?pg= 
calendar.php?pg=" /calendar.php?pg= calendar.php?pg= 
/calendar.php?s= calendar.php?s=" /calendar.php?s= 
calendar.php?s=

Common Mitigations
1.Whitelist untrusted data

What do we need to trust?

Does it adhere to expected patterns?

2. Parameterise of SQL Statements

Separate the Query from the input data.

Typecast each operator.

3. Fine tune DB Permissions

Segment accounts of admin and public.
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Apply “the principle of least privilege”.

Suggested Tools to check for SQL injection Burp Suite, ZAP, Vega,

SQLMAP, SQLSUS.

. . .

Originally published at https://ibnshehu.com on June 29, 2019.
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