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1 #R

B89t D2000 R4 CPU XFWAMMITHE: TERITHE (TEE) MBEHTHE (REE) . TREHITH
EFNIB BT IAE R T URIT TrustZone F1 TPCM FF A #4730 E

E TrustZone AR T, MBI LUBIT SMC 54 HI750, ¥E1T I EHITIREANE ARTIRE 2 (R 1)
o ZETPCM TR T, DEEH A TEZIITER, TEZDETHRTERTRE, TERLETHE
®ANTIE, AEERATH R E,

2 TrustZone

TrustZone & ARM 1R Y —F o[ EAEZR ., A R B TrustZone AR T, Sl BRI TIAEFNE T ER
B2 BRI B,

2.1 SMC 64

SMC 5§ B 25 CPU 8/ SMC I8 H O FIMTH RANE B iTIREE U, e CPUB RS
FerBiE S Gl ARIERBLZETESHRGEE CPUBAST TR, AREMA SMC 155 E {54
ERGH, FRBLENESEITEALZ SRS, hESHE— 32bit PEIRXE, RIFFE CPUBRE
s RO, HEMLINFTFE ARM TrustZone 5T,

3 2.1 SMC Thee=41 ID

A AL Ihee
31 0x80000000 0: FRtrEE A
1 RAPERER, WIS ETEE R
30 0x40000000 0: 37~ SMC32 1A
1: =7~ SMC64 18
29:24 0x3F000000 0-47: FnH4

48-49. 5N AREFERR IDSEE
50-63. T{EHRIERSGE AR IDSEE
23-16 OXOOFF0000 2 bit31 A 1A, ZESILL 0
2 bit31 4 0 B, ZEHMNEREX
15-0 0xO000FFFF BREEX, 8 MMENN—IIE




2.2 SMC i B~
L OP-TEE+Linux FREH1), 1% OP-TEE B9 Linux WAZIREN I ZEAAZAR A 4.12 B E D FRERA.
LIRFN B, FE®IL SMC 155, Y% TEE 2R, FH3KEN OP-TEE OS B AE 2.

2.2.1 RBIRIDIRE

REE % Linux4.19.88
TEE Z0f: OP-TEE OS 3.2.0-rc1

222 REEBETRE

Linux A 48 3¢ X A% 7£ drivers/tee/optee/core.c 1, A 4% IX 5 3k B OP-TEE kR A2 B HI R H 2

optee_msg_get_os_revision, ZeAE#HIXEIIAF K optee_probe .

optee_msg_get_os_revision(optee_invoke_fn *invoke_fn)

} res {
result {
build_id
}

&

smccc);

(res.result.build_id)

pr_info("revision %lu.%lu (%@8lx)", res.result.major,

result.minor, res.result.build_id);

pr_info("revision %lu.%lu", result.major, result.minor);

PR%g invoke_fn 7E Linux IR IAEAECE PE LW E XA SMC 1 8SMIEA, RIS HE &% optee_probe
fHHY get_invoke_func BREL,

SMC 62 m & X35 8 NS #, B OP-TEE RAGEERAFTEE 128, RESHENSEAIHEY
x1, XEREA OPTEE_SMC_CALL_GET_OS_REVISION,

OPTEE_SMC_CALL_GET_OS_REVISION @it — R FIH e 3

ICCC_CALL_VAL




REEDN 4 DB

ARM_SMCCC_FAST CALL bit31 4 1, FR/IRERIE A
ARM_SMCCC_SMC_32 bit30 4 0, &7~ SMC32 18 H

ARM_SMCCC_OWNER_TRUSTED_OS bit29:24 2 50, K7~ OP-TEE OS fEHHY ID

func_num 24 0x0001, ZHHEIE 16 iz, o B A B EXAITNRES, Linux EXHJ 0x0001 =753 OP-TEE
OS HBRAS,

R invoke_fn #47/5, REE FRIRR Linux A SMC $8%, TIHRE| TEE IR T, THIESESF TEER
BRRBENITRER, Bt SMC 84-Y)[E REE RIBEHIT. MAEEREERE invoke_in BI&R/E—
244 ressmecc H,

OP-TEE OS fHXANER FL ) 2\ H 7 optee_os/core/arch/arm/plat-phytium/main.c, @138 AL & handlers
g Mo L EF SMC R EE B K A B R 2 teentryfast , % R B E XA
optee_os/core/arch/arm/tee/entry_fast.c |,

oK L tee_entry_fast 2 — switch 1&4), 4R18 REE Z B I XMNE— NS HENRHTABOEE.,
OPTEE_SMC_CALL_GET_OS_REVISION & X HEIE AR ESIFRP, HPRESA Linux FE—DRHE

— -, IEHBRYSMCESHNE —IMSHIZREXNERN, OP-TEE OS %8 A
tee_entry_get_os_revision B EANE T E R A B HITE K,

CFG_OPTEE_REVISION_MAJOR;

CFG_OPTEE_REVISION_MINOR;
TEE_IMPL_GIT_SHA1;

B 4 tee_entry_get_os_revision BHERIE BRFIE SMC I8SHRT =28, RIETH/E, OP-TEE OS
WA SMC < 1)#R[E] REE FIRAY Linux, SMC 1SS EURTFAE ressmece 1, Linux o] DUTENH R AE R,

SERY—% REE #0 TEE ~ 8] B

3 TPCM

I —ZFH Trustzone T HENZ ARM ARERIRZ B, BN, REEANZE D2000 H I LT HFH S
—MEEFWRR B TPCM R, BIoJE& 5T EAA T DUBIS | N share memory #4735
ZEARERTEZZEASE, FEBREDIZEMETAELEHER, MEMNZRETEIFLEHER,



MR BB R Z A FN AR HITRZE,
ZXEMBEABENRSEESETIUATRIR &
TEZ, FZERRKETEAEMGH linux %4, 4F normal world;
5%, FERARKEBTT TPCM i, 4hTF secure world;
Memory 990 T
Oxfc000000 - 0x100000000 // PBF
0xf0000000 - 0xfa000000  //TPCM
Oxfa000000 - OxfcO00000  // share memory

31 TEIRBRER

311 EHITESER

A image_fix Bx,

H bl32_new.bin ZE#EZE] optee(trust 0s)AY bin ST,

& bI33_newbin ZEEE E=TFEMH & uefi

FTEINRANR A X86 Hl=s, NIE A fiptool 86 &= my_scripts/fiptool
T image_fix Bk 1T my_scripts/image-fix.sh bl32;

Y3574 AU fip-all bin 522 flash #,

3.1.2 Linux RIBEX
# linux_for_tpcm.patch S AZINAZRRL S,
313 Wikin<

echo Ox1 0x00 Ox11 0x22 0x33 0x44 0x55 0x66 Ox77 >/sys/kernel/tpcm/tpcm
echo RIS HU5R A
F—NSEATEZId, AN 14 (0x1);
FIENA 0x00 0x11 0x22 0x33 0x44 0x55 0x66 0x77 A linux 83T share memory
IR, S EURN 64b, RS IF 8 PNEIE,

&L %

TPCM



3.1.4 MRER log

[#] ¢ DU « ~H
Jtpcmbuntu:~# echo Ox1 0x00 Ox11 0x22 Ox33 0x44 Ox55 0x66 Ox77 =/sys/kernel/tpcm
92.757780][ Bx1 Ox00 O0x11 Ox22 O0x33 0x44 Ox55 Ox66 OX77
92.757780]1[
92.757780][ Ox1 0x00 O0x11 Ox22 O0x33 0x44 Ox55 OxX66 OXT77
92.757780][
.772637][ 0] os_2_tpcm: send: 0x0 Ox11 0x22 0x33 0x44 OX55 Ox66 OX77

L772637][ os_2 tpcm: send: @x0 Ox11 8x22 0x33 0x44 0Ox55 Ox66 Ox77
.785917][ CPUG: ICC_SGI1R_EL1 fpOOOO2
.785917][ CPU®: ICC_SGI1R_EL1 feeseaz
get id :
tspd wait , mpidr : Ox80000001
get share mem :0
92.817726][ 0] os_2 tpcm: return: 0x1234567
.B17726][ ©] os_2_tpcm: return: Ox1234567
oot@ubuntu:~# [ 97.799165][ 0] tpcm_2 os: Gx0 Ox0 0x0 Ox0 0xO OxO Ox0 OxO
97.799165][ 0] tpcm_2_os: Ox0 Ox0 0Ox0 Ox0 Ox0 OxO Ox0 0OxO
OTICE: os get irg

3.1.5 Wik 7 EREE
Linux /8 TPCM & iXar SR TE
Linux $§ap S22 HIAIT 2 share memory 0xfa000000;
Linux & 3% SGI 15 24 TPCM T 154%;
TPCM F 1 7 8 7 6% #0352 BUAN4 T EN share memory 0xfa000000 FH I A A
TPCM $E 75 0x1234567 E|#hE Ox fa000000;
Linux F9Z 1% share memory 0xfa000000 ANAY{E A 0x1234567, MRS ZIXMIN;

TPCM g Linux £i%f S AR
4 TPCM N T {E 1% 3 AN E SCI 15 T /a, =78 5 M 2 R X 2 < W B IE R 2 share memory
0xfa000800 4b,
TPCM %% SGI 7 %45 Linux,
Linux A9 AR BTANEE o) #0512 BUVANFTED share memory Oxfa000800 YA A,
Linux 33t 0x1234567 Z#3F 0xfa000800;
TPCM Z18F| share memory Hidlk 0xfa000800 AhAIME A 0x1234567, NIFRNArS &L ALIH;

32 HWTRECEFfEA

R R4 E R BB SCl RM S 735, TPCM [aTEZ L% 7 S, 18 E TPCM £i%
15 SR,



321 PHELE

o {54% TPCM(S-ELL) RESFh R B
F & GICR_NSACR ZF 7= Bit31-30 4 b'10, AFIELEZAS CPU K3k 15 SLEHMT,
FCE DAIF BV I 728 0, FRaAFRR IRQ BT,
TTEZ EL B THRMECE
BB HCREL2 = IMO 8 1, BRI TS mE) EL2; 515 OS AT, IURIZAIE 0.
FCE DAIF Y I 724 0, FRaAFERL IRQ HET,
THE 4% ELL Kernel FyhHTEC B
X Kernel SREFERIT, ERFNEH.

3.2.2 ML

AT BAZL X TR 5 Sl X4 %1785 ICC_ASGIIR_ELL;
2000/4CPU #£ 4 ™%, 43 A% 2 /1 cluster, &4 cluster & 2 M%, BD Core0-1 BT cluster 0, Core 2-3
BT cluster 1. N NEIAT7N, Affl 5 B4R CPU | Cluster 5, TargetList 24 B 4x CPU 7 Cluster JHY ID, BN 0-1.
INTID 4 SGI TS,

63 56 55 4847 ,, 414039 3231,,2827,,2423 1615 0
0

) 2 b} 2) b))
[:c T 1¢ 143
RESO
) b]
¢ T
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3.1 ICC_ASGI1R EL1

WERZE O EZEIERK § SGl 1% 785 ICC_SGIIR ELL, ZHEHEA S ICC_ASGIIR EL1,

4 Bk

[1] ARM, (SMC CALLING CONVENTION System Software on ARM Platforms)
[2] ARM, (Generic Interrupt Controller Architecture Specification GIC architecture version 3.0 and version
4.0)  lIssue C.

[3] ARM, {ARM Architecture Reference Manual ARMv8, for ARMv8-A architecture profile)
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