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1 B

11 BxAIF
S FEX EE:
doc 71 SDK BT 3t B S04
SecureOS debug AR ABECHANT R
patch SDK (£ B 2BV T B+ T U
source SDK 12 AT B IRAS &
BT BT T A PBF &7 AR
2 IRHERE
2.1 BWEBEHLIEEKX
BEBCHENRFINE, TILE ARM HEIFRE, B2 x86 N X RIFREEE MINAISEA,

L% aarchb4-linux-gnu-gee, FRAS T T 7.3.0 K9 ARM 4iE3RE, FIF431% pbtee F REE OS,
REE OS K A Linux kernel, HIZHAZEXRSTF 4.12.0,

44i% pbtee i3 FFBEE Python3 AR . TUURERRERMIERE S IR HE LTI, RIBL
¥, AR NN ERNREANSH

pycrypto

pyelftools

Pycryptodomex

BHREERZETBY D2000 24 CPU IFLIAE, TRUEHELETIFARFIA.

2.2 FiFxIREY

221 HEEAX

R REN AN B SEAN T, B 2R EN, BRI PBTEEV30 EREM T —ENEAX
FEANE P EBNEAR S,



1) FHFEHAX auto-clean-all
oA F B X NE#ZIETT /auto-clean-all, # B T3HTE pbtee B FRRAGATRVEIELRMH, HE—
SEEHY distcleans,

TIESE os, client, ca KA RBEISEF B3,

2)  FHZEMAK auto-compile-all

ol U £ B3R NE#FEE 7 /auto-compile-all, MMRAHESE, SERBIER, 1BRERE RGN
target 58, RETU—RMEREFLEAEREHRA, B TEE. REE WA target XU, MR B3R out
HX T

3) tee_os HFMIA build_tee_os

o DATE tee_os BX Bz 7./build_tee_os, WRAHSH, =B ~BHELR, BFREFHHERIGINS
8. ZHAEZR TEE OS WAZMSRIF, #F D2000, FT2004 % ZFAE CPU B, BIKIBESEMA
BRI BER.

4)  ree_client BRI build_ree_client
o] AFE ree_client B3k N EEIETT/build_ree_client, EESH ZMAFERATT REE TFRIMTHRIE,

5) ree_ca BxMIA build_ree_ca

B AT PBTEE V3.0 JRA T, ree_ca B A 5 1M5% CA fIFE, H 52 hello_world. scto_selftest. scto.
efuse_rw I crypto_services, ZHIATEHTTIX 5 5% CABIRNEIFE, ZHANETENRIHREHFEL
T 7 ree_client B3K TAIBIA build_ree_client, CA BIRRMHFEE MBI INERERE.

AT NS E B M E R — MR, tb2l /build_ree_ca scto F7x R4R7¥ scto X CA BIFE, R
MARISEIETT, RFEEE CABIR,

6) HAth CA FIA build_hello_world. build_scto F1 build_crypte_services
XA BT HESNSINE TA 2 TEE WIEZR CA GIREHR, TIASEMMIT, B E—REAK
build_ree_ca [E]#£18
KMARESEIN.



2.2.2 483F pbtee

X PBTEE v3.0 A, A SDK FR3KkEX pbtee-v3.0-release.tgz X, fRERE—1 tar B, XHRHK
Ja7 i MD5 {8, pbtee B9 v3.0 MiAHY MD5 {E/E75 (72 901590, AeBEfEMAENE, oTNHTR
HWE AL

BEREHNpbtee THRK, NTL—THERZEENHARSZE, 41F pbtee o UME A auto-compile-all ¥
T—REE.

BI7E X B % 1547 auto-compile-all I, AXASZEEIBHE D2000 2% CPU BT, FrARZE
d2000r #1 d2000d FIFECE , r &= release, d 7w debug, AT & LAFMEIFER.

540, /auto-compile-all d2000d, =17/, = B shfE £ BREM—1> out B3%, out B3R H A data-xxxx.tgz
A tee - phytium-xxox.bin X7 AI5EE REE MBSy 8240 TEE MIAIBRER

WERFHFSRAEDER, TURBEREABZPNRFHALHTFRE, SHQTERE,
o AB A auto-clean-all 'FE AT B LR, B auto-compile-all B{AZH 1%,

N

U

S
D:hm}

2.2.3 4% Linux A%

1 ZRBY Linux WA%AN T, %M T 7 SDK F B 3% SecureOS A patch’ B T, 3L 4 linux_for_trustzone.patch.

2 $FNT patch 2 Linux AZH, B4E Linux A4Z, XA uboot EA SIS, N make ulmage, %
EEMEEE ulmage X, WERXMA uefi 5| SREFENEREE make, 1B Image.gz.

AR WRARZ YEANBEHNSENZ, WABTEITHT, ZHTRNSET L,

3 #MNT SHF ACPI FIIR &R T2 BB optee RIS HF . NRE AR EN TR BEN Linux, &M
RABURIIN—1TiR 8, 0T

firmware {
opteef
compatible = "linaro,optee-tz";
method = "smc";
3
.

ACPI A 2 X RII—1TECE
AR Linux BRALIK A 4.12 A EHIRRAK,
R patch FTHNT BEEIRIER . NIZRWZBARN—HWEIBR, 1563 patch XHERZ, EEF
%, FRBEBLFERREER. FLENZBEABIASEIT L2 T,
BHER:



S Bii;
ulmage § Image.gz L WAZEL 1R

23 EHTE

EHATERNEMRIZIES% (555 D2000 24 CPU-EH4TE TEIRAE).
_E A AAY tee-phytium-xoxbin BEXT 1% R4 ) bl32 Bl

24.1 &7~ helloworld K B+

SEERTHAVER T/E, &~ Trustzone = THY helloworld FRZEE &I SUHF:

Xt Piii
ulmage 2§ Image.gz X4 S #F Trustzone F LAY Linux WAZARR
fip-all.bin T8I EHENREEHERET
data-xxxx.tgz 8 REE #%40 TEE 22 B Y client i 348

bz
1 5ekES fip-allbin EIREHIRE R,
2 F3 ulmage 3 Image.gz 2 BTHY Linux A%, B3 ubuntu SRS EH A Linux IR,
3 ¥4 data-xxxxtgz.tgz #EN BB BEEREANES, FREBARIIRERX .
4 @t N/data B3x, %47 source /env.source WEIREE, BiLFT helloworld B 7, NMRBFziTLE
®, HFBUTEMUER, soTUT:
D/LD: 1delf:169 ELF (8aaaf200-2450-1le4-abe2-0002a5d5c51b) a

F/TC:? @ plat_prng_add_jitter_entropy:72 ©xe1
Invoking TA to increment 42

TA iD/TC:? © tee_ta_close_session:515 csess ©xfcob4b30 id 1
ncremented value to 43
D/TC:? © tee_ta_close_session:533 Destroy session

/,\T'LREH
XNMNZERREEMBEBTA T —NET 42 NT B4 7 TEE IME, TEE MBI EF, #H477 ++B1E, AR

[B%5 REE 3718, BT IUSHEERES hello_world.c (REE 2 3517) #0 hello_world_ta.c (TEE 3FiEizfT) 4%
4



FL7E pbtee/ree_ca/hello_world B T,
AT IS helloworld B FF4 B P E EH CAFI TA BfF. T IS% ree ca B R MEMIEL
FF &5+

25 RBHE

WRBENRERIBAINF, TJHZA T —E R —F54 K
1 1R pbtee B3I, ITEEMIEH,
e fip-allbin 2IEHIAEEZ RS, R log, EHIEMAT log:

E/TC:0 console init:273 enter C code(pl@ll)
L/TC: PBTEE 3.8.0 (16:35:55 S&p 8 2021)

Phytium System Service Call: 0x82000001
console init:280 PBF version : 1004d

NBTER—FEEER, BRIEEME/TC, VTCXEEFREMEAFTEN tite ANT,

MERRA, WA TEE MERBEF B, TUARNIATARIUE OK 1 fip-allbin &R T, AR
prdleIf

MR fip-allbin TR, BCHAST, WKREITELRE (LLWRAZ pbf XEH, FTEmSIZI bI32
%) # pbtee/tee_os FHIHF (BTFEHFAESHHEIR, bin XHXBEEHEN) HDAME.

2 REXHHRE

# Linux BIERGREIENXHRGE D, BIEAEN

/dev/tee0

/dev/teepriv0

PR

WRREXHEBEN, RTUFREREE, MRREXHAFE, WIEET Linux NI T 25
IEFFT B IREWE ACPI RESIAMEXEERE ., I MHERKIUE OK Y ulmage 2 Image.gz i, HEBRE
HORE R T



3 I A%E
31 —FETF UBNZRENER A ®

3.1.1 #R

ERBRAIEMAR, E— helloworld F1I—ANAREAH TEE I8 E WM. 825 A9 TEE BUERIE
BRE FTEREENH. RETEBNEFBSHRREE, BRCIANIEE. MBNAIKERTR
BEGEf, W NBEIEE R P OS A Kernel Y, IXAMRRELE S SDK X458 (f&%K D2000 %% CPU-Tboot 1
FIRAER) LEIREIE Tooot M TR, #HFERH—FET U BNEEWIERNSE.

312 BE&TE

HEF checklist 0T

1 BHEFEAE U R

2 BEAEmEY, FHEEA pbtee FIBRESI . ASTHELA tee-phytium-d2000.bin 441

3 FTEIEF 53 Thoot THREMIRR L1, A4 fip-all-tboot bin B, ZIRF XA TEAMM, —
M2 bI33 & uboot FURRA, —Fh2 bl33 24 uefi FURRA.

4 SERIEBNEY, FIFFERNAZIRE, AXHEHFEFEREA umage-d2000-tztp A5,

5 BEWH ramdisk IR G . AL ramfsimg A6,

6 BE&HFRIESR R bI33 2 uefi WERT, FHIFELEE— grub TRATF B,

3.1.3 &F uboot NIBIXLTE

AR A FHI bI33 2 uboot R, BSEATHLER, ALY uboot 2 EEEARAH] uboot, R
tboot XAFH B ar <.

FB 1 B3 tboot THREAVER LM (fip-all-tboot.bin) GEF#E D2000 A flash B, YR flash B2 X+
tboot, N IARBIZAPE,

FB 2 BEIRSZHA uboot (5 STHRE, log T



scsl scan falled

nvme scan start

get flash cmd

NOTICE: Phytium System Service Call: ©xc2000080c

WARNING: Unimplemented PHYTIUM System Service Call: 0xc200000c

cmd write is Ox0,cmd erase is ©x0,cmd pp is oxe
Hit any key to stop autoboot: @

P 3 BT usb start /B3 uboot T usb X FF. MREBEMARR, oTIAFELNIT usb stop, BEH
47 usb start, [EIE, WMERXMNEEFHK U EZ, o]l usbstop T, A/EHHEE U, B usbstart, log W1

D200e#usb start

D2ooo#

D2000#usb stop

stopping USB..

D200o#usb start

starting USB...

Bus xhci pci: Register 8000820 NbrPorts 8

Starting the controller

USB XHCI 1.00

Bus xhci_pci: Register 8000820 NbrPorts 8

Starting the controller

USB XHCI 1.00

scanning bus xhci_pci for devices... 2 USB Device(s) found

scanning bus xhci_pci for devices... 2 USB Device(s) found
scanning usb for storage devices... 1 Storage Device(s) found

D20oo#

AR 557 D2000 24 CPU F£/% A USB host 155, iXE 5/ USB host #f,@& T PCle #, FTLUXE log
o PUE H A PCle devices #E|, FBIMEE— storage ®&F ., XA 2 U #1E%E,

B 4 TRUBIT usb strorge A5 B E N AR A storage W&, HE U BHNEEEMSKXE, log t0T:

D200e#usb storage
Device ©: Vendor: TOSHIBA Rev: Prod: USB FLASH DRIVE

Type: Removable Hard Disk
Capacity: 29600.0 MB = 28.9 GB (60620800 x 512)

TUEHRESZ0, BXR %K,

XEREBEETHKS, BUMNBEIERUBENETRHBEIXS,

—fEkit, URBRS—IX, #XSgE 1, AT, URBSTEIMX, F—MXENTFS 8=, %
TAREFATR B IREFEEEE 0, TUERA sush 32 U BRANARIE—THREESE, K uboot
FRAS B BT R 5 FAT =D X,



D2eee#ls usb ©:2
1112504 iasl
30173760 ulmage-d2000
LOST.DIR/
138628 .config

System Volume Information/
grub/
tmp/
boot/

MIXA log TIABEM AR U R, S8IH0H FATR A XA RSE 2
LB 5~ FIERIFFE TEE Image (tee-phytium-d2000.bin) B2 7F M7 U 28 X & T DT fatload
I INE Image BAFIMET X, FiE1T tboot ip< /BEN, log AR

D200@e#fatload usb ©:2 ©x88000000 tee-phytium-d2000.bin
634432 bytes read in 57 ms (10.6 MiB/s)
D2e0e#tboot ©x88000000 @X9ae4d
TSP: cpu ©x80000000 received fast smc @xb2002066
TSP: cpu 0x80000000: 2 smcs, 2 erets
console init:270 enter c code(plell)
: OP-TEE 3.12.0 (15:24:83 Mar 30 2021)
get aslr _seed:1380 Warning: no ASLR seed
add phys mem:558 VCORE UNPG RX PA type TEE RAM RX ©

M log TTAE H TEE Image IEEIZITIER T, £ T thoot FRIE, i55% (fA51 D2000 24 CPU-Tboot
FAWRH), XEMABUFARE T TAERERA HE T2 ATF NEIIFH . bl32 EEEiT T
SEE: thoot fp S HIE Z NSHE TEE Image B size, =2 16 # I, BT— fatload i E{ TR MR~
size 2 THHIA, LHRER—1E. uboot inSBIANSHEZ 16 HHIM.
H]R6 BT RMBAZAIXURAZAFIME TR, B2 fatload 7%, log T
D20oo#fatload usb ©:2 90100000 uImage-d2000-tztp

22524480 bytes read in 344 ms (62.4 MiB/s)
D2000o#

D200e#fatload usb ©:2 95000000 ramfs.img |
21466292 bytes read in 332 ms (61.7 MiB/s)

IR 7 £/ bootm Ap T REINAZMNIIMH RS, bootm ar & AIAE LT
bootm WIZEHIL XHRGEMILHRS size (16 pEHIFR7R) FOT Hivdt



D200e#bootm 90100000 95000000:1478cb4d 17c000

## Booting kernel from Legacy Image at 90100000 ...
Image Name: Linux-4.19.0phytium
Image Type: AArch64 Linux Kernel Image (uncompressed)
Data Size: 22524416 Bytes = 21.5 MiB

Load Address: 80080000

Entry Point: 80080000

Verifying Checksum ... OK

Flattened Device Tree blob at ©017c000
Booting using the fdt blob at ©x17ceee

crne ma (K

FOT Myt 2 3T B8 TR EFT BN R EN.
ZE LRI, RFEHAAE— Shel HMET, BATMAEXPMMETZEITECH CA, TA KT
BT,

314 EF vefi AR E

ETF uefi FIAEAE T uboot AT, FaIRIERD, LLRES, AT LRI,

HE 1 EEEHNE uefishell FRE, HEIUBHFRS, i fs0,

S 2 F1T ShellTbeTest.efi I, ZHIARTFHAEAR SDK HY SecureOS/debug B3R . 1ZBIART IH—
NS, SEEERE TEE FER MG FRNENER, AR, FLUZBRE MIZF AR ShelTbeTest ef
AR XHRE—PEMTT, RIEE U BNE— KR, log 1!

FSO:\newd\> ShellTbeTest.efi \tee-phytium-d2000|.bin
TSP: cpu ©x80000000 received fast smc ©xb2002006

TSP: cpu ©x80000000: 2 smcs, 2 erets
console_init:270 enter c¢ code(ploll)

S’ 3 REEBIL grub FRIRSEFEHNEEIAERT, XERA—TEZsN U ZHH kernel 1 ramdisk,
th o] DUB shAE & P MBS .
BT vefi 0, BT Y BIRABAIMLENETHIA ShellToeTest efi, @18 7 ATE NS E,

3.2 —Mi¥ K TEE RERNEFH A%

321 hREEE

E BT PBTEE FUBIA R St N 1FEC B 7£ tee_os/core/arch/arm/plat-phytium/conf.mk BEE B X ENX, EX
W



=

# Config for d2000

#

ifeq ($(PLATFORM_FLAVOR),d2000)

CFG_TZDRAM_START ?= 0xfco00000
CFG_TZDRAM_SIZE ?= 0x02200000
CFG_SHMEM_START ?= 0@xfe200000
CFG_SHMEM_SIZE ?= Ox00c00000

o UE R TEE MER I TRF N 48MB, BEETHEERIAIN, RGENGFH N HETE By KA
FH,

322 REEA

REBEFNLES, PBTEE (IRBEREF B —BLHEREE—1 mini LB, KA CERRZEL
WOATZ=EPIET, EEBRELRNTREATR

% PETEEFRZEIEEE EATHALERTT
FligRiE

T - PETEETE BRI BT A R fliiE |
2 ik, FiREPBF
—— (PETEERREEE R, TS R
- —Fie ST
Y
PEFANERPETEERE AR B 0xFCO00000 PBTEERISTTCACHE
PBF‘EJE%‘?'JUXFCOOOOO‘E)HMTPBlhh%—ﬁ‘—:ﬁ_ im’mﬁl&oﬁcooooowﬂaaﬂ
= i LENATEHE I B B ARt Es

323 EEBEEXR

XY KEGHNF, AFZEFHELE confmk XHHPNERE, XA START, SIZE RIEXLFTE
H1E.

BHINETFE, AGFAEER MR, BIRGELL REE A0 TEE BN EE—BRARE, XHEHNTEEIRER,
i, pbtee MRGANFY K7, HRH REE BEEMAGFERESR /.

10



ZHNEA, EPREBER TEE RENFY K2 (256-16) MB =[8], & L@ 16MB 2 PBF =[8], ~o]
B, B4 TS CFG_TZDRAM_START 2k 0xFO000000, CFG_TZDARM_SIZE 48 R f&2%, REE MUNIART]
BEEXEHNF.

324 FREWM

1 BRNZFHETLEIRE Image BARK/)N, FrABE#RAS 16MB 28], SNSRIk PBTEE Z&1%/aHY Image X
T 16MB, TEHITIHE,

2 ARIERLIET, {E 16MB HURTE DDR R, W iRsiEf e B mEN.

3 REFMAUA NI AAEE, SXWATABEEFMBER, BRELEEFREBEEFENE, &
EEE P SEIPESIESE

4 SDK 3714

7 4.1 SDK 304853 A115 BA
XA E Uik;
fB%i D2000 2% CPU-PSPABX | 28 M1 27 K6 PSPAREZE TRt AT E IR TF AR AR KRR 1
TEERTE Ff EOEE.
5% D2000 224 H F PR AR SRR FE 2 4R 1% AN helloworld JE/RIE, BAE
CPU-QuickStart PO R T T U AR
5§ D2000 L4 CPU-[E T AR AERITE TR T IERIE,
BT HEH
B5%% D2000 %4 CPU-Tboot HE PR T BB BT FER Tooot MR,
FERILH
F5%1 D2000 24 CPU-TEEZRTE | AR ARMEEZN CBEREN TEE REEAZEONIRHA,
EOFMH
F5%7% D2000 4 CPU-TI{EX | A AR 7 KB CPU X Z MO [ERX BEABIRRIE,
B AL

11
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