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1 #hik

4 D2000 %24 CPU & — I 1] 22 4 o F AU ) m M RSB 8 AZALFRES, 1 iTilifg &
i 2 4 HE TR B8 A HITE PSPAL.0 (Phytium Security Platform Architecture) [12],

PSPA 1.0 &AW EEAZ, B 0l %, %A, mERE80. ERIT
R, A Arht. BEEE. BN AR, Uyl R R s . HA
e 1-1 fis.
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K 1-1 PSPA s fAkHEL

KA R AR R PO I 7, BIE R i 5 2

HPE L, thEREAEH R

WZE, BIAIME 30, T ESATIASE: AR EURE BA R A O 2%, Bl A7 fik . [
AR AR A KA F B A OC 2, BNEP N A EIE L, o
FEBU) LI 7 B A A i G A OGN 2

AR D2000 %4x CPU _Ei# 1§ PSPA 1.0 32w #4211 .



2 PSPA R4

PSPA B E I k& 515 ROM (PBR). KliE3EAat[E 14 (PBF). @ HMATH I (REE)
FIAEHATIAEE (TEE) Z&ANHATHE, WK 2-1 s,

REE TEE
A A | App Il || Trusted | Trusted
- PP | [Trusted Client | App App
FeEe== Rich 05 _ Trusted OS

Trusted Driver

Trusted Core

# 5] BN

i A

| R |

[ {1 2

Phytium Base Firmware

|

Trusted Runtime Service

 WRERES

 AEREES | A Trustzone | EESSIENE)

‘Secure MonitorH [ 44 H BAHE

Phytium Boot ROM

K 2-1PSPA #f:4%

o, PBR ZRGHI A G . PBF Xt & ST R 70, 53 TS ST IR 51 5 38 HI 3R

TR B, IR

IBATI ST . FIAE A SR B % PBR. PBF. JlJH [ fF. A

RGEEBANPATIRE . MR85 51 R U 3 5, A 1R s ERAE AR g AT
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3 B HNES | EE

D2000 P4 #B4E B35S fn ik 51 % SCTO(SM CRYPTO)BE M, 1% 465 He i i B4 ik SM2.
SM4. SM3. SM9 5k, F HAewe = H LA

3.1 FHEMES BEFHFRIIR
AE P KA AL R YEQ R o
RO: W: XAEAERIEME TR, R: XA il 1 BB e i
RW: W SRS A SO S AN UL R: A7 X AU e 2
WIC: W: 5 1 2R R EURHB R, 5 0 TR, RO Al (1 BE R
WIS:W: 5 1RRX N LLRFE R, 5 0 TR, ROH7 il O BUE TR
SCTO #:dk: 0x28220000.

# 3-1SCTO Zifiesb 3

T4 Hu ke % | RIW il
Global
CR 0x0000 1 WIS | #&Hlafrae, BA: 0x0
CMD 0x0004 3 WIS | $8&af7 8
CFG 0x0008 1 RW | BCE 738, HA: 0x0
SR1 0x0010 6 |RO | REZFAEAR L, Hi: 0x0
SR2 0x0014 3 WIC | WR&af7as 2, HA: 0x0
VERSION 0x0030 24 |RO | UARZAEAY, HEAL: 0x00E3 0000
DMA
CFG 0x0100 3 RW | DMA L& %78y, HAi: 0x0
SR 0x0104 1 WIC | DMA RE&ZF {74, EAi: 0x0
TO THRES 0x0108 16 | RW | DMA #Ei R{E 751785, EAL: 0x0
SADDR 0x0110~0x0114 32 | RW | DMA JEHiht 2574, EA: 0x0
DADDR 0x0120~0x0124 32 | RW | DMA H¥hbhk 754748, 847: 0x0
LEN 0x0130 32 | RW | DMA ##iKE, Eii: 0x0
CFG_AW 0x0140 26 | RW | AXIAW @B/ E 7788, HEiL:




0x0
CFG_AR 0x0150 27 | RW | AXIAR BIEACE 788, HEAL:
0x0
SKE HP
SKE CTRL 0x1000 2 WIS | SKE il &7 f7 85, EAi: 0x0
SKE CFG 0x1004 8 RW | SKE AL E #7745, EAi: 0x0
SKE SR 1 0x1008 2 RO | SKER&FFAd 1, EAi: 0x0
SKE SR 2 0x100C 1 WIC | SKER&FFAE4 2, EAi: 0x0
e 0x1010~0x106C
v 0x1070~0x107C 32 |RW | WA E A, HAL: 0x0
KEY WORD 0x1080~0x108C 32 | WO | % A4, HAL: 0x0
TR 0x1090~0x113C
SKE VERSION 0x1140 24 |RO | ARZ 74, HEAL: 0x00E3 0000
N 0x1144~0x11FC
MDIN 0x1200~0x120C 32 | RW | BN A7
MDOUT 0x1210~0x121C 32 |RO | #¥fiFArds, B 0x0
HASH_HP
HASH_CTRL 0x2000 3 WIS | il Z 745, BAhr: 0x0
HASH_CFG 0x2004 2 RW | ISR EF 4, Ei7: 0x0000
0000
HASH SR 1 0x2008 1 RO | e RAEFHFE 1, B 0x0
HASH SR 2 0x200C 1 WIC | i RS F 74 2, B 0x0
TR 0x2010~0x201C
PCR_LEN 0x2020~0x2024 32 |RW | HEKEZG AL, EA: 0x0
TR 0x2028~0x202C
HASH OUT 0x2030~0x204C 32 | RO | WAl 74, HA7: 0x0




TR 0x2050~0x206C

HASH_IN 0x2070~0x208C 32 | WO | WA {HE N A7 A%

TR 0x2090~0x20AC

VERSION 0x20B0 24 | RO | lUARZAFEE, HEAL: 0x00E3 0000

TR 0x20B4~0x20FC

M_DIN 0x2100~0x213C 32 |RW | HERIANTAAHE

TRNG

TRNG CR 0x3000 9 RW | TRNG &% /745, BAr: 0x0103
001F

TRNG RTCR 0x3004 1 RW | TRNG a7 & 47 %, ZAL: 0x0

TRNG SR 0x3008 3 WIC | TRNG RE&FTF 4, Ehi: 0x0

TRNG DR 0x300C 32 | RO | TRNG BB f78%, HAi: 0x0

N 0x3010~0x301C

TRNG FIFO C 0x3020 6 RW | FIFO il % /745, & A: 0x0007

R 0007

TRNG FIFO S 0x3024 18 | RO | FIFO R&TF4, HAL: 0x0100

R 0100

IR 0x3028~0x306C

TRNG _HT SR 0x3070 6 RO | fELIRMPIRETAE4, HEhA: 0x0

IR 0x3074~0x307C

RO CR 0x3080 32 |RW | RO #fil 2 f£ 4%, HfI: OxFFFF
FFFF

RO CR2 0x3084 32 | RW | RO #&Hill 7 f£4% 2, EA7: OXFFFF
FFFF

RO CR3 0x3088 2 RW | RO &l Zi /4% 3, HEAL: 0x0

SENSOR
SENSOR CR 0x4000 9 RW | SENSOR =il &7 #7845, EAr: 0x0




SENSOR_SR 0x4004 4 RO | SENSOR IR Zf7ds, Hhi: 0xA
SENSOR_SRST 0x4008 1 WIS | SENSOR il 77 f7-45, FHTHAL
Hhr: 0x0
PKE_HP
CTRL 0x5000 1 | WIS | PKE_HP #fi| %7 /745, HAi: 0x0
CONF 0x5004 1 |RW | PKE HP it B % f7#%, Ef7: 0x0
TR 0x5008~0x500C
MC PTR 0x5010 12 | RW | PKE HP AN, Ef7: 0x0
R 0x5014~0x501C
STAT 0x5020 1 | WIC | PKE HP IRAEZFA74s, EAL: 0x0
RT CODE 0x5024 4 | RO | PKE HPR[IH&EZ A, AL
0x0
R 0x5028~0x507C
VERSION 0x5080 24 | RO | PKE HP fRAZ A28, HEii:
0x00E3 0000
IR 0x5084~0x53FC
MEM REGION A | 0x5400~0x555C | 32 |RW | i@ #MEL RAMO, Ef7: 0x0
R 0x5560~0x5SFFC
MEM REGION B | 0x6000~0x615C | 32 |RW | @5/ RAM1, HA: 0x0

3.2 FFATEYHER

3.2.1 Global 175

3.2.1.1 IP #=H|F 72 (CR)
HidikwA%: 0x0000

iR : IP WRAPPER 4|85, G HEIFURFIE (EA7

FA: WIS

15 (0 e =E0AIE ik
Reserved 31:1 RO 0x0 TR




GO

WIS

0x0

J2 %) SCTO,IP WRAPPER £ #4245 4

R AFAF AR PR LB 2 2R 45

é\

3.2.1.2 IP B4 &FHF4(CMD)
bR : 0x0004

k. #8427 /F 8%, 135 PKE, HASH, SKE FriEsz[1ig4

FA: WIS

ik fir s A E ik

Reserved 31:3 RO 0x0 155

P ST 2 W1S 0x0 PKE START #84, “xixidift17 5 4
e, %354 K DMA L E 24
TRAT, S54F IP #2105 GO 54 JE A3

H ST 1 N 0x0 HASH START 454, 24X 28T 5 £
YERF, %84 & DMA MIficE &

S ST 0 N 0x0 SKE START #§4, HXiZiE1T 5 #
YERS, %354 & DMA 8 2 ph
TRAF, S54% IP I GO R4 JEALHE.

3.2.1.3 1P REEFHFEH(CFG)
Huhbfw#%: 0x0008
ik : TP WRAPPER fic & & /7 a%, &l diae

KA. RW

1 fir B =K ik

Reserved | 31:1 RO 0 R

IRQEN 0 RW 0x0 4 J=) R T A e
0: Z&1b7=HE b
1 SUVF/™ A by

3.2.1.4 IP WREFHFE(SR)
itk fwF%: 0x0010




iR : IP WRAPPER IRE& A A74% 1, A& HER 0L
FA: RO
1% s 5 =X DA ik
Reserved 31:21 RO 0 R
BUSY CODE | 20:16 | RO 0x0 P BLHURAS
[16]: 87~ SKE ARZ, 1 Ronir:
[17]: #6878 HASH IRE, 1 Ronie
[18]: F87~ PKE IRZ, 1 Ronir:
[19]: 57~ TRNG RE, 1 RonBENLE Ot
[20]: F&75 SENSOR JRZA, 1 FoniRi
Reserved 15:1 RO 0x0 R
0 BUSY | RO 0x0 Fri& IP b TR

3.2.1.51P REFHFHROR2)

Hodk WA . 0x0014

5k : IP WRAPPER RS (7498 2, A% P FWie i, ZA AR S HW e, &
7N SMx FRAS . 7E CFG.IRQEN=I1 B}, %7577 %% WIS B AL 2615 o irq(F IS 5) B
Mo irq PrERy, FH PN B PR AT AR OR A e TR TR, RIS RRZ T, GRAIE S 2248 A 1R b

A LUIEH BoR .

1k fir w5 =K Eifipa

Reserved 31:3 RO 0 R

PKE_DONE 2 WIC 0x0 ¥ & PKE #& %
e K

HASH DONE |1 WIC 0x0 Fr& HASH 164
e K

SKE DONE 0 Wi1C 0x0 #r & SKE 185 4
e K

3.2.1.6 IP JRAEF 745 (VERSION)

Huhib WA : 0x0030




#iid: IP WRAPPER WA %547 4%, HH T id Sz i A5 2

FH: RO

1k fir w5 =K Eifipa

PROJECT 31:16 RO 0x00E3 TH 9>

Reserved 15:8 RO 0 TR

MAR 7:4 RO 0 FIRA G

MIR 3:0 RO 0x9 R A G

3.2.2 DMA 78

3.2.2.1 REFHH/(CFG)

Huhk % : 0x0100

fiik: DMA FCE A28, HTRERKKE

FH: RW

1 fir w5 =K DA i3

Reserved 31:3 RO 0 R

MBL 2:0 RW 0 DMA W i KRR, %A
IR DMA AT KA RO K
FERAT IS
default: 0, BPZKKSEEN 1

3.2.2.2 REFHHBSR)

Huhk % : 0x0104

ik : DMA IREZA7 4

FH: WIC

ik i 5 =K ik

Reserved 31:1 RO 0 TR B

TO 0 wicC 0 F/R DMA & 153K [B] A A3 21 i B

0: DMA AKfii &k time out

1: DMA fi% time out




3.2.2.3 HFTREFFE(TO_THRES)

Hodi- A% 0x0108

IR : DMA I ()5 %5 17 4%

FAH: RW

ik fir EaC] XA ik

Reserved 31:16 RO 0 TrH

TO THRESHOLD | 15:0 RW 0 DMA i {8
0x0: A5 FIEE I 0 Th Rk
others: BLJE IEEIT I{E, 1% & AXI
R R R 5 B KA A5 A I
AR

3.2.2.4 JFEHHEFFFFE(SADDR)

HudikfwA% . 0x0110

ik : DMA WL

HAL: RW

1 fir B i | fiiik

SADDRO | 31:0 | RW 0 JIT 5 RE PREE T A R GEAE Gl 4 A O, 1%t

Ik 2 bk

HudkfwA% . 0x0114

ik : DMA P h:

HAL: RW

ik fir EaC] ghr | ik

Reserved | 31:12 | RO 0 (3

SADDR1 | 11:0 RW 0 JIT 5 RE PREE T A R GEAE Gl 4 A O, %3t

Hk 2 bk

0x0110 %} SADDR Mk 32 4.

SADDR 3t 44 L%

10

0x0114 F[11:0]1%f % SADDR [ 12 H4F.




3.2.2.5 HHh#FF 33 (DADDR)
HidikfwA%: 0x0120

Hiik: DMA H [t

FEL: RW

ok fir B XA fifiid

DADDRO |31:0 |RW 0 Kb B Hths B % A7 H Bk, bk R
Huhlxs T SKE, Infga 5 fH B 21 DMA #)
ZE AWML T HASH, WM#HEH)E, &R
LRIz 2 H )k

bk ke : 0x0124

#iik: DMA H bk

FAL: RW

ik £z W ghr | ik

Reserved | 31:12 | RO 0 (3

DADDRI | 11:0 RW 0 KB HCHRE T R A TR H s, izt

HEXEHF SKE, g J5 i B 24 DMA itz 2
H bkt HASH, M#iaf)q, 45 R o
i % H ik

0x0120 %% DADDR Mf& 32 HuiF.

DADDR 3t 44 LB,
3.2.2.6 BHEKEFHFRLEN)
Hodik WAz . 0x0130

0x0124 [J[11:0]1%F . DADDR )i 12 ok,

H#5iR: DMA HURE KR

A, RW

1, A ERE $=KA (1P

LEN 31:0 RW 0 KR TR0z e 7K

¥ SKE, 1% LEN FR g5 i 8 K
Xt HASH, 1% LEN 3oR Al 75 S B0 K

XFF PKE, 1% LEN WJHEUE N 2452 0x18 B 0x30

11




3.2.2.7DMA EEFFH(CFG_AW)
Mol WFs:  0x0140
fiid: DMA LB FF%%, B8 ACE-lite 5HbhiEIE AL E

A RW

I i 5 =K 2 Eiiipa

Reserved 31:30 RO 0x0 {REH

AWBAR 29:28 RW 0x0 P % B 1) AWBAR
Reserved 27:26 RO 0x0 {REH

AWDOMAIN 25:24 RW 0x0 F P % B 1) AWDOMAIN
Reserved 23 RO 0x0 r3ed]

AWSNOOP 22:20 RW 0x0 F 3 & 1) AWSNOOP
AWREGION 19:16 RW 0x0 FH P % B 1) AWREGION
AWQOS 15:12 RW 0x0 H P E 1) AWQOS
Reserved 11 RW 0x0 1R

AWPROT 10:8 RW 0x0 H P v E 1) AWPROT
AWCACHE 7:4 RW 0x0 F P % B 1) AWCACHE
AWID 3:0 RW 0x0 H P& 1] AWID

3.2.2.8 DMA Bl B % 75 (CFG_AR)

Hodk Az . 0x0150
iR DMA LB FF5%, B8 AXT S bk i id &

A RW

15 L By $=K DA Eiiiba

Reserved 31:30 RO 0x0 {REH

ARBAR 29:28 RW 0x0 P % B 1) ARBAR
Reserved 27:26 RO 0x0 ir3ed]

ARDOMAIN 25:24 RW 0x0 F P % & ) ARDOMAIN
ARSNOOP 23:20 RW 0x0 F % & Y1 ARSNOOP

12




ARREGION 19:16 RW 0x0 F P % B ) ARREGION
ARQOS 15:12 RW 0x0 H P & 1) ARQOS
Reserved 11 RW 0x0 1R

ARPROT 10:8 RW 0x0 M P& E ) ARPROT
ARCACHE 7:4 RW 0x0 F P % B 1) ARCACHE
ARID 3:0 RW 0x0 H P ¥ & 1] ARID

3.2.3 SKE HP %175
Symmetric Key Engine High Performance (SKE HP) #& T Fr 25 i S idkia 5 1 i M g
TR SCRE SM4 Infi#, SZ¥F ECB, CBC, CFB, OFB, CTR T{ER=.
3.2.3.1 SKE ##| & 77483 (SKE_CTRL)
HhkfRiFe: 0x1000
ik : SKE x| % 47 45

A WIS
1 7 w5 2o | fid
Reserved 31:17 RO 0x0 LR BE AL
SKE SRST 16 W18 0x0 SKE % & A7
1: &AL SKE
0: JCEZN
Reserved 15:1 RO 0x0 LR BE AL
SKE START 0 W1S 0x0 SKE Ji iz
1: SKE JH3hizH
0: JCHH

3.2.3.2 SKE RLEFF# (SKE_CFG)
HudkfwAs . 0x1004

ik : SKE i & %7 4%

HAL: RW

HE: BLESTE SKE START Jmiif 4 RAFE . 7E SKE ia 1T H A A8 X L% B M H A = 5
13




i SKE M2 TR %

Ik

AL

it

Reserved

31:25

0x0

TREE AL

IRQEN

24

0x0

Hh A g
0: SKE ZE k=4 h il
1:  SKE o= iy

Reserved

23:19

RO

0x0

TREE AL

Ivu

18

RW

0x0

W46 7] & 5 T
0: SKE AN #Ita M . 5 4 K
CLJE B0 T 75 BT 01 46 9]

=]

=

1: SKE HUgrpla A & . £ 7 24
BIg6 )& 1 TAER R, 3
PRl 15— g s 5
WIS TR [

SPEN

17

RW

0x0

4

0: SKE 3R AHB $fi A\ 0 13t 7
=

1+ SKE SR 548 1A 035

S

Tig®

Reserved

16:12

RO

0x0

TREE AL

OP MODE

11:9

RW

0x0

TARRE IR
3'b000: ECB
3'b001: CBC
3'b010: CFB
3'b011: OFB
3'b100: CTR

others: 1#*&

14




DEC 8 RO 0x0 T2 e 4% -
0: =
1: fifs%
Reserved 7:0 RO 0x0 (NEEDA

3.2.3.3 SKE REFHFE 1 (SKE_SR_1)

kW : 0x1008

ik SKE R&FAEA

FA: RO

VERG: R LR SKE BT SE 0L AR A I 1E -

15 i 5 =E02 i)

Reserved 31:9 RO 0 {RBE AL

ERR_CFG 8 RO 0x0 HiRlicE
ORI B bR SR E AL . S
BN IEFICE R, 1ZIERAL2 B30 0.
%8RS SKE CFG A %. EZH
R AU IR IUE 245 8. B ATEE iR
e B 87~ DL R IR H -
1. OP_MODE = others

Reserved 7:1 RO 0x0 R B AL

SKE B 0 RO 0x0 SKE fI-#8 7~

3.2.3.4 SKE REFHFE 2 (SKE_SR_2)
Mk fwA%: 0x100c

fiid: SKE IRESZFAEE 2
KA. WIC

15 i ®E =XDA i)
Reserved 31:17 RO 0 3e]
SKE IRQ 16 wiC 0 N G E N VA

15




0: SKE JcHp

1: SKE O\ IE#a 4k

S, o

SKE L4 )5 B AL BE AL

PR K& SKE Ja 3 2 iR BR %35

ZN VA

Reserved 15:0 RO

0x0

TR AL

3.2.3.5 WItE M EF Ao
Mk WA : 0x1070 ~ 0x107C
k. VIR B AE9S

KA. RW

TER: DA Bt AR, A SR As AT A3 DR O A7 s I A R

b4 /A BE =X DA E1:1%)
v 31:0 RW 0x0 vitatb s,  SKE 2AR#E IVU FME e & 15 5
HIE A &

IV 0 XTRAIUG s 32 . X SM4,

3.2.3.6 BHEFSR

Mk A% : 0x1080~0x108C
k. HHEA4

KA. WO

IV_0=1V[127:96], LA,

VER: DA AR Lt AR, AR SR Is AT A3 R 12 A s A R

1 fir jEaE =L ik

KW 31:0 RO 0 FEHHN
3.2.3.7 RA 745 (SKE_VERSION)

5, A BEE =X DA P
PROJECT 31:16 RO 0x00E3 i H A
Reserved 15:8 RO 0x0 {REE A7

16




MAR

7:4

RO

0x0 FRRAS

MIR

3:0

RO

0x0 KIRA S

3.2.3.8 FIEMAFHAE (M_DIN)

Mk fw#%: 0x1200~0x120C

ik BN A7 A

HA. RW

TER: 24 SKE RIS R 31452 I 2 G A7 % A A7 o IR B8

15 i By =X Eiiiba
M DIN | 31:0 RW 0x0 N, %A SKE oz HiEm o

M_DIN_0 XS AVH B e 32 HRr. XFT SM4,

1.

3.2.3.9 FIERMEFFHE (M _DOUT)

URIIRITEEZ

0x1210~0x121C

Ik Bt w5 A7 A

KA. RO

M _DIN 0 =MSG[127:96], LAt

TER: SKE i iz a5 f7 st CAC PRI B, £ F — A 3) SKE §f, Fl7 /L HUZ T 7745,

By 124 0k

15 2 5 =K i)

M DOUT |31:0 |RO 0x0 Bdati i, AR SKE Kb 45 S i1 K s
H

3.2.4 HASH HP #7738

Hash High Performance (HASH HP) & ] T-% it J% 2= 51k ia I e M RE RS A I gt s e,
S HFE SM3 B
3.2.4.1 &% 4 (HASH_CTRL)
HuhikfhiF%: 0x2000

i .

HASH % il Z7 {7 %%

17




KA. WIS

ik fir EaC] K02 ik
Reserved 31:17 RO 0x0 {584 1
SRST 16 WiS 0x0 AL
1: B A7 HASH, 5 241 Ab 3 8045
0: o
Reserved 15:2 RO 0x0 {584 1
CONT 1 Wis 0x0 ARG Ay PR AR
1: HASH & H b — kit 45 06
TEBCE N R 75 (AT
iBH
0: JCRZ
START 0 Wis 0x0 J Bl e A 1A
1: HASH 21 H] 592 58 SCHI 6 s A
HkTiEH

0: JCEemm

3.24.2 BB FF4 (HASH_CFG)
Mk fmF2: 0x2004

k. HASH it & 17 5%

ES

H;“

-\

RW

VER: 78 HASH {TChs B N #AE], HASH 22

R R A AR AR A, BI SR

1, Az s =X E{ipo)
Reserved 31:25 RO 0x0 FREE AL
LAST 24 RW 0x0 HEAREIRE:
0: AU B AR ERE
1 ARAEEE BAERKE
Reserved 23:17 RO 0x0 FREE AL
IRQEN 16 RW 0x0 Hh T4 e

18




0: HASH 2% 1E =4 vl
1: HASH fo =4 v bk

Reserved

15:0

RO

0x0

TRBH AL

3.2.4.3 JREFHE 1 (HASH SR 1)
Mk fRF2: 0x2008

iR : HASH RS FAF4 1

FA: RO

R fERI% START/CONT #8541, F P R E i a7 4 e .
I i ®5 =X DA it

Reserved 31:1 RO 0x0 3

BUSY 0 RO 0x0 IS {=FN VA

1: HASH AR

0: HASH 4T & AR S

3.2.4.4 R&EFHFS 2 (HASH_SR 2)
Huhkfm#s: 0x200c

TR -

KA.

WIC

HASH RS 728 2

FERG: HERE PR ROA SR AT e s BRI AR IR AE -

1, A BEE =X DA P
Reserved 31:1 | RO 0x0 R B8 AL
IRQ 0 wicC 0x0 HASH H Wi 7~ hr

0: HASH JoH k™ E

1: HASH C5eligfE, =4, R alxd
GO 1 BRI

HASH 7£ £ ] START/CONT/SRST 454 I}

RS

19




3.24.5 BITEHIFFE (PCR_LEN)
HuhE RS : 0x2020 ~ 0x2040

ECHUY
AL

VERE: 7 HASH ITAnEA N E A, HASH 28 1FFH P AR % s e ae 1l BR B AN TER%.

HASH 121745 | & 17

RW

1, A BH =EA ik
LEN 31:0 RW 0x0 HEKE

A A A ROR T R BT I A B S B T

TRE.

HASH f# i LEN

VERNW B KEHMTIZE . RGN R K
BN 1024 75, )

LEN & BN 1024

e 0x20 X RIH B RERAL 32 Hkr.  WR— B RKEFE 64 LWAFRE R,
I A& 32 LLRRAFCT 0x20, IKARAFALT 0x24.
3.2.4.6 ¥ F 74 (HASH_OUT)

Huihib A% : 0x2030~0x204C

i : HASH it

FA: RO

R RATE HASH 4T WRIRES I, iz A ml k.

ik fir w5 $=K DA Eii:3
HOUT 31:0 RO 0x0 W 7 (i i 114
3.2.4.7 MIANF 8 (HASH_IN)

bk fmF: 0x2070 ~ 0x208C

iR : HASH #iiA

KA. WO

W RATE HASH & T WPIRES I, otk A v 5.

ik fir w5 =K DA i3

HIN 31:0 WO 0x0 IEEGHIEETTIN

20




3.2.4.8 [RAF 74 (VERSION)
bk f#%: 0x20B0O
A : HASH AR A7 2%

FA: RO

15 i By =k 2 it
PROJECT 31:16 RO 0x00E3 T H e
Reserved 15:8 RO 0x0 1R EE 41
MAR 7:4 RO 0x0 FRA T
MIR 3:0 RO 0x0 RIRA S
3.2.4.9 HERMNFFSH (M_DIN)

HihtfRFs: 0x2100 ~ 0x213C

R : RN T

A RW

I i 5 =K Eiiipa
DIN 31:0 RW 0x0 HEmA

3.2.5 TRNG HFE%

True Random Number Generator (TRNG) & H T 7= 2E EFENLE I BE VLB R 2B A B

3.2.5.1 TRNG ¥#|#FF#H (TRNG_CR)

Hodk WA . 0x3000

ik BENVEOR A SRl e e 4t BE PR, IRk KO 4 SR

HH. RW

JERL: AL RBGEN MR RALIZ A A4 10MH, 25 RBGEN N, iz a2 as AR

&7 N .
Ik iz 5 XA iR
Reserved 31:25 RO 0x0 1R B4

IRQEN 24 RW 1

BT ERE. 16~18 A ANAEZAERES 508 1 1
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A

0: 2% 1k iky
1: fdfE T
Reserved 24 RO 0x0 PR
ERIEN 18 RW 0x0 B kT e

0: ZE 1k by

1: e i

DIEN 17 RW 1 B W e
0: 251045 b
1: RS b

HTEN 16 RW 1 R BREAS 16 e
0: 2% 1l {8 FEAS I
1: A A FEAS I

Reserved 15; 5 RW 0x0 PREE

ROSEN 4:1 RW OxF RO Jii 5 {3 fiE

[0]: 1 Sdfdne
[1]: 2 SEJEfEGE
[2]: 3 S URfERe
[31: 4 SHEEAEAE

RBGEN 0 RW 1 BE AL B B R
0: % P BEAL AR e
1: fFREREHL s e

3.2.5.2 TRNG BT #IFHF8 (TRNG_RTCR)
HuhbfwA% . 0x3004
iR BENIE GRS, AR BENLEUR B &t 5 Ab B

ES

e

: RW

~

R A0 LIE RNG_CR.RBGEN A 1 WHZh&15 84 .

Ik Az P 2| Hid

22




Reserved 31:1 RO 0x0 1R

MSEL 0 RW 0x0 LA v
0: Tjaibst
1: HEhab#

3.2.5.3 TRNG REFFE (TRNG_SR)
Hodi-fWES . 0x3008
k. BFENVECIRS TS, B siEiR, R MEFRAN K MR~ PSR 3

AMEIRALT A

FA: WIC

R LM SF RS N 0xT7 5 P e R LA H .

ik fir w5 =K DA Eii:3)
Reserved 31:3 RO 0x0 R

ERERR 2 WIC 0x0 0x0

DRDY 1 WIC 0x0 Bl ek
HTF 0 WIC 0x0 g AT 25 e

3.2.5.4 TRNG PFENLEF 72 (TRNG_DR)

H kR : 0x300C

ik . BENUBCBAR A A7, P P XA AR AR AR SR E AN LS, 43 D) HBEL
BTAERR, ZEF AR IE SR,

FA: RO

HE: H Nk RNG SR.DRDY F it HUAZ f74%, HEFJ1H RNG_FIFO_SR J& Fiii
& FIFO MRS BLHUA T A7 25 -

Ik Az PaE AL it

RDATA 31:0 RO 0x0 SRR

3.2.5.5 TRNG FIFO ##|% 774 (TRNG_FIFO_CR)

Mol A% : 0x3020
23




k. FIFO #2547 4%, 5 FIFO s N i
KM, RW
HE: X RNG_CR.RBGEN 1 0 B30 1 B, KRFAEHRIMESHRFE. 24 RNG_CR.RBGEN

N 1IN R A FF A AR NHEA SR BB ECR B 8 AT

1, A e =X ik
Reserved 31:19 RO 0x0 1554
TFTV 18:16 RW 0x7 TRNG FIFO #4555 {1

2 TRBG FIFO A %4 4> %k it
ZRER, BB LR
WAL

M. B, ZEI{EDY 5
FIFO A %45 A Hot 5 Bk N 6

i,

BRI = A el o
Reserved 153 RO 0x0 TRe
DFTV 2:0 RW 0x7 DRNG FIFO %45 /™4

*4 DRBG FIFO P %4 A %0t ik
ZCER, FEALEO R 2 7 A B
WLEERZE bk, it 4B
51, FIFO W% 5 kA2
6 I, BEALEUREE A i

3.2.5.6 TRNG FIFO R&F 72 (TRNG_FIFO_SR)
itk fwF%: 0x3024
ik : FIFO IREZA74%

27 RO

R RS FIFO 3N 20751352 RNG_DR
I i pac] ghr | #HiR
Reserved 31:25 RO 0x0 PR
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TFE 24 RO 1 TRBG FIFO =fr5 &
TFCNT 23:16 RO 0x0 TRBG FIFO #5144
Reserved 15:9 RO 0x0 TRBG FIFO % M4
DFE 8 RO 1 DRBG FIFO Z 5 i&
DFCNT 7:0 RO 0x0 DRBG FIFO %#i 44

3.2.5.7 TRNG RIPRAZFHFE (TRNG_HT_SR)
Mk fmF2: 0x3070
iR : (g A MPR ST Ao

HKM: RO

15 A w5 =X 2 Eiiiba

Reserved 31:26 RO 0x0 FR¥

RCFT 25 RO 0x0 Repetition Count Test 2K

APTF 24 RO 0x0 Adaptive Proportion Test 2K i

Reserved 23:11 RO 0x0 PR

RCTBF 10 RO 0x0 Repetition Count Test BIST ‘K

APTBBF 9 RO 0x0 Adaptive Proportion Test binary BIST &
T

APTNBBF 8 RO 0x0 Adaptive Proportion Test non-binary
BIST &I

Reserved 7:1 RO 0x0 FR¥H

DBF 0 RO 0x0 DRBG BIST kI

3.2.58 RO # & F2 (RO_CR)

HohEfRA% . 0x3080

fiR: RO =T 4745 1

FAY: RW

1, A 5t =X ik

25




ROENI 31:16 RW OxFFFF R 1 I RO R
BEELRRXT R — > RO, YR 1 &4 16
RO

ROEN2 15:0 RW OxFFFF R5U5 2 I RO g
B ELRRXT R — > RO, YR 2 &/ 16
RO

3.2.59 RO #iH|HFFS 2 (RO_CR2)

bk fwFs . 0x3084

iR : RO FEHI %7 1745 2

A RW

I i ®E =XDA Eiiipa

ROEN3 31:16 RW OXFFFF J5UR 3 I RO g
B ELRR 6 B — > RO, 08 3 & 16 4
RO

ROEN4 15:0 RW OxFFFF R 4 NI RO il fg
EELHRRXT R — > RO, KV 4 &4 16
RO

3.2.5.10 RO #=H|&F 8 3 (RO_CR3)

bk fw#: 0x3088

iR : RO %5745 3

A RW

1 i e =2 Eiiipa

Reserved 31:2 RO 0x0 {RE

FSEL 1:0 RW 0x3 00: SRAF I Bl A5 NS B 4 7343

01: SKAFERS B AR Bl 1) 8 434
10: KFERF B NYRE 1 H 16 240

26




11 SRFERF B ORI B 1 32 7340

3.2.6 SENSOR 7732

3.2.6.1 SENSOR &% 728 (SENSOR_CR)

Hodi A% . 0x4000

Hiid: SENSOR il 75 17 8%

FAL: RW

1 fir ®5 o fifiid

Reserved 31:13 RO 0x0 TR

CONFIG 12:8 RW 0x0 Pl E SENSOR J AH A BECE, HfHidk
RERAE ARG, B4 B
A28 8 F B AR K T DR FL B 1 O
SRR, H/ANT
ILEIR

Reserved 7:4 RO 0x0 TR

EN 3:0 RW 0x0 SENSOR ff fgf5 5
others: ffifit SENSOR
1010: %] SENSOR

3.2.6.2 SENSOR IR&F 7% (SENSOR_SR)
Mk fmF2: 0x4004

ik : SENSOR IRZA 27 17 2%

FA: RO

15 fir wE | &6 it

Reserved 31:4 RO 0x0 1R

ALARM 3:0 RO 0xA SENSOR #i R 45

1010: K2 F|H#, SENSOR IE#H

others: %2 #|Wd;, SENSOR %
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3.2.7 PKE HP %778
Public Key Engine High Performance (PKE HP) J& % [ T SR INIE /A 81 % i s 5 i1 K4

iz, PKE HP iz B S (Microcode) MIFEINTE /e, MABAEAEERE A0 oo,

YHF SM2. SM9 &k,

3.2.7.1 PKE_HP ##|%& F8(CTRL)
HidikfwA%: 0x5000
f#iif: PKE HP =% 7 4%, SRS 4]

A WIS

1 7 54C] g2 | fid

Reserved 31:1 RO 0x0 {REH

GO 0 WI1S 0x0 THIB(ES . HmztbfS 1, PKE HP &

TE R — AN Bl & BT 4638 4T
PKE_HP Mg 472 T M LR S 1 BB AN IS

ol ST 6] 2 A7 s R0 8k A A7 s T B

3.2.7.2 PKE_HP [t & % 738 (CONF)
Hiht s : 0x5004
HiiR: PKE HP ML 751788, HT e B I8 5 AL T8 A b 45

HA: RW

1, A wmE I=XA E{ipo)

Reserved 31:9 RO 0x0 PR

IRQEN 8 RW 0x0 A, HiZtRE N 1B, o irq(h S S)
BOAM. LRiZHF BN 1, STAT Zrffas
FHAZHF

Reserved 7:0 RO 0x0 PR

3.2.7.3 PKE_HP IFEAOFFHRMC_PTR)
HuhkfmFs: 0x5010

fiii: PKE HP 2N

28




KA. RW

e/ A pc] =X DA ik
Reserved 31:12 RO 0x0 {588
ADDR 11:0 RW 0x0 ZIFE W T PKE HP T — 4 EHATHIE S

Rttt % E A7 A E PKE A TAER 4
BEWEEL S , AT fT7E PKE_HP TR 15 3 AE
R 2 2k

76 PKE_HP 2T FErp, iZ 3t & S i 5
Bro ERIRE T — SR BT I HE Ak
BRI, %% A7 4 Al 5 CTRL.STOP i &
debug.

TEVERIZ, BT B, i
SR B 2 RS 0o L% IR S 15 4 ik
B, BEERHI/E 0x00~0x40 [ Rk A -

3.2.7.4 PKE_HP R&F 72 (STAT)
Hiht s : 0x5020

fiiR: PKE_HP IRA&ZFAA4E, nILAAE PKE_HP & 56 Ak

FA: WIC

1 7 54C] =K DA it

Reserved 31:1 RO 0x0 1R B4

DONE 0 wI1C 0x0 MR LI, RIEEA R, 5 m

ZHREE 1B, ZHARR S

GiAh, R AN TS S L. TE
CTRL.IRQEN A2, LR A E I, M
bl (s S i m. MRS 1, A
o Tt 2 B
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3.2.7.5 PKE_HP & [E| H E% 72 (RT_CODE)
Hiht s : 0x5024

fii&: PKE HP iR [A| H & 71745

FH: RO

I 7 ®E | & it

Reserved 31:4 RO 0x0 {75

STOP LOG 3:0 RO 0x0 48 ok 2% or PKE_HP 2 151 R [

W5 PKE _HP J2 K via H5 58 s 45 1R 11,
ILZIRER 0. W Rz E IR,
U PKE_HP EIZSAREM, BH 7 LR
W, WEINBHATIEE, 4R ATTH .

0: IEHfFIE

20 AR 2 R

3: MATEMIZE L (CTRL.CMD: PVER)

4: o Microcode

He:

3.2.7.6 PKE_HP [RA % 728 (VERSION)
Huhk A% : 0x5080
Hiik: PKE HP fRAZAEEE, M TiCiz A (:s 2

FH: RO

I i 54C] =K DA it
PROJECT 31:16 RO 0x00E3 i [ AC =
Reserved 15:8 RO 0x0 1R EF AT
MAR 7:4 RO 0x0 FIRA S
MIR 3:0 RO 0x0 RRRA

3.2.7.7 PKE_HP EH#/EH RAMOMEM_REGION_A)

HuihibfRA%: 0x5400 ~ 0x555C
30




ik 125 EAEE RAMO

HA. RW

Ik iz wmE | BA | fid

DATA A [31: 0 |RW 0x0 | I H R AFAk 12 H R

3.2.7.8 PKE_HP ZH#/EH RAMI(MEM_REGION_B)
Hiht % : 0x6000 ~ 0x615C
ik : 2 HEEIES RAMI

P RW

Ik iz wE | B | g

DATA B | 31:0 RW 0x0 I R AT 18 S

3.3 G REE
AR P A 0D Nk 5] R B gm AR 2, TR X B I 5| R A A A R R
AT AR5, $EOUE N B e, FRER %% APL Ui B F 0L,
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4 BAEE

i 8t D2000 J\ 1% % 4= CPU £ i — 1™ 4Kbites /7 Y — UCHE T B8 5 Al 5 26 1k 17 1 28
Electrical Fuse(f&iFx efuse), % Fll T2 B AIMIE P e (K S5 504, efuse A8 B R 5 —
IR, efuse MAE—NTEAEAL — B S NHARRE 1, BEARBES RN 0, (ESAFHH1E efuse
VA I 1) 5 4 — ELE 5 RO R LI PR 2 A Ty

4.1 FHEMETIH
55 D2000 )\#% %4 CPU K& =4 KBE%HH, OEM B4, /&Y.

KHEE A OEM %A AETE efuse, 5L D2000 /\{ZTE efuse 17 fifi #% PN A FH P K114 1 Kbits

(R P B AR s 18], P T DUBE S 9B 0 P 3 AR s 1), R LA P R e

FEAEICE A E . B S (B ) B ik Dy 0x2820A000, HEMEVEAN 2R U0~ R TR -

R 4- 1 B ]

FHAAM gk FHEALE R
DFT 0x000~0x07C 1024bits FTREEE 5
HUK 0x080-0x09C | 25601t FTSHKEY, FATAFTHAMZES, S5HFRTL
KEY 4LRF T8 F B ME—H5R iR
ICV provisioning master key , iH % H T SM4
KPICV 0x0A0~0x0AC | 128bits k. EiEANCM RMAIR) IRAS, LZILHL %
A MKCEICV A BEBEN .
ICV code encryption key , ifi % FH T SM4 &k,
KCEICV 0x0B0~0x0BC | 128bits LHENCM RMAIR | RAS, AL ZUL T i % g A
KPICVA et
CVELAG | oxoco obits ICV-programmed flags, ICVFRIH, Fridith 54k
i A PR A -
HBK 0x0C4~0x0E0 256bits Root-of-Trust Public Key , SM3 HiLKEY.
OEM provisioning master key, OEM/) FKEY,
KCP 0x0E4~0x0F0 128bits HOEM/ & . i ADM RMAIR] RA,
WAL IC 1% % SHFIK CEA RE 1E N
OEM code encryption key, OEMJ FGKEY, H
KCE 0x0F4~0x100 128bits OEM/ FE . % ADM RMAIR/] R,
WAL IC 1% % SHFIK CP A BEE
OEMFLAG | 0x104 32bits OEM-programmed flags, OEM#ARrIH, Fric s A

32




A iy JE AR A o

anti-rollbac

0x108~0x118 160bits anti-rollback counter, [ [FIV&1T%(2% .

k counter

USERREV | 0x11C-0x17C 800bits FH P s .

USERKEY | 0x180~0x1FC 1024bits I JKEY .
FTHEERTL KEY, S5HUKZHBRFTE A1) —

Rtl key -- 128bits .
FriR o

4.2 FHEENR
M5t D2000 /\i%%2 4 CPU 7EJL Ak I S AR RIBTEL F #5105 SR A )
Fg o A P SILCS) SRS T A7 SRS A MWL, ST ER LT A A L — i

Ze g

W
TAEBL:

AP A A A B AR, 8 D2000 )\ % %24 CPU & AR RN LA T

® CM: H ) BB, BORZA T A s D41 IF, g vyt A T A
ZAEFEE,

® DM: MUEHHEANENL RiE, AT DMUIRE, DMORAOR B BB 5 5 248
IR RE, O R AR RE SR AT, I HANREVT 7] RG24 5

® SECRAE: M BHEM /T, SN SE R, MMM ThEESCH, AfE
Vil W E PR OEM E 4, AR H] secure boot 77 30 JH 5]«

® DMRMA: OEM | FHiR) IRE,

EEAAT iR, OEM YRR ThREHT T

® CMRMA: ) FiR) RE, BEYAYIH, CM IFRIAIIRESTIT

oo | | ov R |
TCV Flag OM RMAZF4H &TCV Flag  Chipal[{Z3Fi%
v
\ DM \ \DMRW\
ORMFlag | A nRRNL
DM RMAZEH &OEM Flag
FE AT (5 9 88

K 4-1 o

FE8E D2000 )\ #4244 CPU M =% 4. WiB% A (R Z4H S AT ARS8 i wisE
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7eL KB [E A AR A2 OEM MTH P8 A : OEM %80 BB EAN A, H P&
P ARG ENIFE . B8 D2000 )\ A% % 4x CPU # B 15 5 A BRE B 2 0 A N 2R
i J ], AR B A B R R PR

® 42 FPIERERIR

WY | K E .
2R . N HHAE Xof i Bl i
A= i JE R (ELFF)
[ (a3
DFT 1024 Y FTAE A -
5 CM
i CM FT:8 W KEY , ATAZFTH A%
HUK 256 Y B, S5 4RTL KEY 4L FT
=i CM . .
O I ME—hR IR
5 CM ICVprovisioning master
key , I H T-SM4 Hik.
KPICV CM. 128 i | ZHEACM RMAIR) IR,
7| cMRMA A AL I % 35 1 FTK CEICV
A e
B CM ICV code encryption key
W T SM4 Sk, EHEA
KCEICV | CM. 128 K | CMRMAR] IRE, AL
5 ‘
CM RMA Fic i% % 4 fKPICV A R i3t
Ao
B CM ICV-programmed flags, ICV
ICVFLAG CM. 32 - FRiR, 5OEMFLAGHL[A 4R
7 | DMRMA TS A SRR A
[ (a3 ‘ Root-of-Trust Public Key
HBK 256 K .
5 CM SM3 HiEKEY .
CM . OEM provisioning master
[
DM key, OEMJ FKEY, H
KCP 128 B OEMJ R Y. %3 A\DM
DM. ‘
= RMAR ] RAS, A ATLHAS 1%
DM RMA N .
FHMKCEA BEHEAN
i CM OEM code encryption key ,
KCE DM 128 L OEM/ FKEY, HIOEM/
5 DM. i 7€ X o ZiE ADM RMAIR
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DM RMA JRAS, DIUVLEC %2 4H AN
KCPA REHEN .

. CM . OEM-programmed flags ,

£ .
OEMFLAG DM 32 - OEM#riH, HICVFLAGHL

5 DM. SE [Elbm e s b 2B o RS .
Anti-Rollba | i F= 160 anti-rollback counter, i [F] 7%
ck Counter | 5 1= R En

B CM. SE ) L
USERREV |— 800 H P IVAPS: ¢/

5 SE

B CM. SE i )
USERKEY — 1024 A HJKEY

5 SE

158 AT ‘ FTH# £ RTL KEY, 5HUK
RTLKEY [— — 128 W N .

5 AR E HRRFTE A I ME—HR iR
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S mHERE

D2000 SCHFAIEE3), PBR BHALHEAE ROM 1, fEG A=t i e N, SHHT
JAICIEE . LA PBR VTG, JER 7 S0 2 At BO R SR, ORI A AR

5.1 T{5EEM SR

g 5-1
R T L
ROTPK [ hash {& FAEAE LS T A
PBR %if% FAAEAE ROM HY, TLiEEL N
Keys ROTK HEA FH ok 2 44 PBF W 25 3IE 4 Al

trusted key 1F15;
N4 ROTPK 1) hash {1 77 i 76 &5
Jr A B

Trusted OS key iE+: key | FABHH KA 44 secure world (ELAN

Trusted OS)BLE XS R key 1UE 155
NRAFEEAE S =TT AN UE
1:':1

T [ key UEFS key | A4 B H 2K %5 44 non-secure world
Beg(tan, @A AR R key

E1:
NAAFREAE S = T7 AHAIE T
i

=77 key 4 Trusted OS~ & FH [F 4% H (¥ 8

Xt o IXPHER S AT AE AN 58 =
i) R g, BER) HAREN
YIRS, MR AL

AN FH R AE A2 S ML A A IE 5
DEAAFABALEXS B key UEFS

Key UE15 B=TT AN FIES fiiH ROTK FAHH B %544
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17 it Trusted OS key iF 15 2~ 4H PA

K A [ key VEFAH

Trusted OS key iE45 | trusted world key FA%SH %54 5
Trusted OS W] 1 24N 5 =5 f2 fit,
DRI S 12 E 5 75 22 47fifi— 41 Trusted
OS IMAH

10 HH [ key UE Non-trusted FATH H %44 ;

i AR AT A TR S =0 3R
Bt ZER R A

NARIES

PBF AN ETS

f1% PBF 421% [ hash {&
i1 ROTK HIFAEAZS 4

Trusted OS W&IEP 1

Trusted OS W& UEP n

% Trusted OS % 1) hash {8,
1 Trusted OS FiAR IR EHAE 4
Trusted OS %A% 7] HAN[F] () 28 =
TriAt, URAEAE 2 A W ZUE T

8P [ IR 1

38 FH [ N AE S n

A5 38 [ B8 1) hash {8,

H 3 P [ AR R R B 2R 44

8 FH i1 B 4 AT el AN TR ) 28 =T
fefit, UHAFE 2 N RIIEf

5.2 TI{EE3NE
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Hash of ROTPK in SoC Efuse

— —ROTKAAEH— oo

'

BPF P #1F 15

PBFfhash

Y

=0T AN IR
(A5 = J7key#H)

# = Jikey# fJhash

;____J

Trusted 0S keviE Hi A4

BB ey IET A HAH

— 1 — 1
—® Trusted 0S 1 key | WHBEL keyiEd |
——M— ¥ e
38 A E AL A A
Trusted 0S 1[H2%H
Trusted 0S 1 5 T
— 4L M WHIEFLABIED |
T FH L {a sl l/\
Trusted 05 11 ”ﬂjﬁmlfg'”
Hash{f a3
» Trusted OS n | | . o
—— e — keyiEd —» B E A keyliE P
Trusted 0S HE}"]/Z_\\%H ﬁﬁﬁ#n E/"J/Z_\\%ﬂ
—_ Trusted 0S — +
B W B
Trusted 0S nff I A 1
Hash{f Hashff
—_— ¥
—_ — — - ¥

5-1 A5 A shifiike
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6 FIEHITHE

ST HRES (Trusted Execution Environment, TEE) F&$57F LbHE 4% py &3 i i %5 Y5
B B8 2%y N oL — ML I %2 45 [X 8k . 5 TEE X894 REE (Rich Execution Environment),
REE 5 TEE 7EffF 56 408 & . B2 TEE BA E &A% 440, REE AGEVTIA] TEE HIAH
KVUR, CALLRY TEE A AR AN BURAS B0 % 4 M TEE 55 REE 2 [A)4G AH B IE S AL,
REE 7] LUK TEE MRt %40 4% . FIN TEE Fify o 7 Bl # s 2R 2 i s, A3 3C
A

&8 D2000 J\#% %4> CPU B SZHL T TZC (TrustZone Controller) . AES (Advanced

Encryption Standard) k. a2 AR B ALH],  F DU AT B AT IR 8 .
6.1 TZC

TZC (TrustZone Controller) AHE%¥ TrustZone VMK A7 1 % 22 48 B AF, DKtk 2
)40 73y 8 A2z A3 (A AT 1 ANl e 0a], RS AR 2 1) B AN R U7 AR . TZC 715t
XFV7 1 memory HIVT )1 K HEAT 22 AR A, BRll A SRR B UG R B4, DAORIR RGEA7 Ak
Kl 12 4
6.1.1 Secure region

BN — A ABUR, U535 R ARG VL ECR NI 22 4 BR 77T BLG R3S SR I

HPEHIC (filter unit) —ILELE 8 Mgl (1-8) L— BN 0, 8 4 tiikcin
Hudik . SRR R AERE(E T AR AT OB AT I E . BOAIE 0 AR AR ALY DY 0, G55
b H S B () B i 2 R R E o 8 AN B Ak g b A [H) 2 [AIAN T AT B HR 7, X H S
SRR 1) 5 SRR AR, AH 8 S22 A igm] DL BRI 0 fydhib SR S, O E s 0 %
R 8 AN astl, RAHE 8 AN Al & A AR A UL BC I A48 I BRI 0.

TZC 7] DA 22 4 30 L A 428 1) 25 A7 s 1 g 7 R K. R R Z 4k, R %
45 VAL AR 2415 K1) master.
6.1.2 bypass

TZC 3C#F bypass Tk, JEIIHCE BY _PASS Z5 /745, A LA i/ Rl 5l g it o 8 5
JCo i EERRE: BT EEH A A ICEWIE, TZC Rl AUE AW JlIE 5 AR i,
FrUAERC & bypass A A7 asillE], A FVF TZC B N IEAFAEAR AL BE )15 R B, HARE )
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TZC B RIE AXT 6K, BUSEE RS PSR . R U AE RS b B i B &
—K bypass A 1775
6.1.3 FFAULH

LMUOTZC f2&4k: TZC BASE = 0x28200200

LMUITZC [%Eht: TZC BASE = 0x28201200

A7 AL = TZC BASE + ZF 1728 A Hiudl .

TZC T bR WK 6-1.

# 6-1TZC T FR

Offset Name Type | Reset Width Description
[ R T[N R
0x000 ACTION RW | 0x00000000 | 32 7 1 2R DB HSF 428 o) e O R UL 2k
IR [EE 5
0x004 GATE_KEEPER | RW | 0x00000000 | 32 BH 1E B 58 VE 0 i 8 B T ) U
Ii]
0x008 BY PASS RW | 0x00000000 | 32 il i Gt i R T
0x00C INT_STATUS RO | 0x00000000 | 32 5 Ik E 5 IRES
0x010 INT CLEAR WO | 0x00000000 | 32 TEH
HiRfE R
0x014 FAIL_ADDRESS | RO | 0x00000000 | 32 ST A R IR AIR 32 Sk
_LOW [31:0]
0x018 FAIL_ADDRESS | RO | 0x00000000 | 32 S RUT IR) R MR v M bk
_HIGH [AXI_ADDRESS MSB -
1:32]
0x01C FAIL CONTROL | RO | 0x00000000 | 32 55— R i) 2 TR IR 72 4 o)
FE
0x020 FAIL ID RO | 0x00000000 | ACE | 58— kUil 2RI AXT ID,
ID R INT STATUS IR &S
Width | ALEH R E, WA SHTHH R
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S ) A7

0x024 REGION BASE | RO | 0x00000000 | 32 o0 K & oL R
0 [AXI_ADDRESS WIDTH-13:
0]
0x028 REGION TOP 0 | RO | OXFFFFFFF | 32 oo By T A 4 St oM dik
F [AXI_ ADDRESS WIDTH-13:
0]
0x02C REGION_ATTRI | RW | 0xC000000 | 32 T JE A VX ZIR AT %
BUTES 0 1 5 ERAE
0x030 REGION ID AC | RW | OxFFFFFFF | 32 NSAID X} B i) % 3 15 K 3 5
CESS 0 F U e A PR
0x030+( | REGION BASE | Rw | 0x00000000 | 35 ®on MO B o4 R
0x4*n) | <n> [AXI_ADDRESS WIDTH-13:
0]
0x050+( | REGION_TOP < | RW | 0x00000000 | 35 on I TR OE A A b bt
0x4*n) | n> [AXI_ ADDRESS WIDTH-13:
0]
0x070+( | REGION_ATTRI | Rw | 0x00000000 | 35 238 1-8 [R5 1) B PR S dsk At
0x4*n) | BUTES <n> fie
0x090+( | REGION_ID AC | RW | 0x00000000 | 35 P43 T NSAID 1358 1%k
0x4*n) | CESS <n> (R T A PR

7E: NSAID fEH 20 F AN F AR S

6.1.3.1 ACTION (0x000)

Bits

Name | Access | Reset | description

[31:2]

reserved

[1:0]

reaction va | RW

lue

2°b00 | FETH 1A R (AUBRAS 2 3 E B B 42511 bresps[1:0]+

rresps[1:0]1 % TZCINT &5 ({4

2°b00 Sets TZCINT LOW and issues an OKAY
response.

2°b01 Sets TZCINT LOW and issues a DECERR
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response.
2’b10 Sets TZCINT HIGH and issues an OKAY
response.
2°bl1 Sets TZCINT HIGH and issues a DECERR

response

6.1.3.2 GATE_KEEPER (0x004)

Bits Name | Access | Reset | Description
[31:17] reserved
[16] open_status RO 1°b0 i T Y gate keeper Y4 R IR A (H
open_request 15 3),
I’bl: LYV RIS T
1'b0: LTI P8 T
[15:1] reserved
[0] open_request | RW 1°b0 B AFE ] gate keeper ThRER BT IF, 518 TZC

RRPIE R TAE, FEPTA 20 E ) 27 A7 A i
B G, RA AR BARE N 1, &0
TZC A% AW IHIE 5 AR HIE N HI3E K.
1’bl: open
1’b0: closed

6.1.3.3 BY_PASS (0x008)

Bits Name | Access | Reset | Description
[31:1] reserved
[0] by _pass RW 1’0 e U NN/

I’bl: L idyERIT
1’b0: LTS R IT

6.1.3.4 INT _STATUS (0x00C)

Bits Name | Access | Reset | Description

[31:17] reserved

[16] overlap | RO 1’50 HbHIRE S (AEBERE 0 Z [ ES),
FALHEE N 1, N status A7 BN ZHEE N 1.
I ACTION B¢ & AR W7, %Ar o
WHE . HH status 7 HTH B AL .
Ubl:FR AR bk 3 (8] 47 76 B
1’b0: Ry ik [A) ) AN B

[15:9] reserved

[8] overrun | RO 1’60 PR b 0 B A 2 fE SOR AR IR BA B ]
RURAS R Bl # I & . BRI ACTION 1% & A
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UKW, AZAL s E . TR status A7
ES L AEA A

b1 7= A7 AE P LA _E 7 ) AL BR A A2 B 45k
=S

1°b0: 7R Ty ) AL PR AN A2 B3 45k 5L & 1) T 8K

S

[7:1] reserved

[0] status RO 1°b0 PR . B ACTION ¥ B ANURE b I,
AR E .

Obl: R AEARIL YT A B E B 5 1), SFRF R
b2
0b0:  ARKRAARIEY) ) Ktk H B 7 1)

6.1.3.5 INT_CLEAR (0x010)

Bits Na | Access | Reset Description
me
[31:1] reserved
[0] cle | WO 1’b0 HH D37 L 4% 1) 7
ar 0bl: JEFE INT STATUS 7 17 #5 #1 [ status. overrun.
overlap 17

0b0: AN HE iy

6.1.3.6 FAIL_ADDRESS_LOW (0x014)

Bits Name Access | Reset Description
[31:0] | addr status lo | RO 32°b0 FH RATF TSR — IR B3 B b I8 5 7 3 — Ik Ui
w ] SRIGCIY) AXT 5 SRk P [31:0067, G

INT_STATUS 7 17 #% 1 [ status iz & # %
B, WAEHZA A4

6.1.3.7 FAIL_ADDRESS_HIGH (0x018)

Bits Name | Access | Reset | Description

[31:N+1] reserved

[N:0] addr_status h | RO 20 FH SR AF TRCER — IR Bl 3 b W J5 1 58— Ik

igh ] TR AXT 375 SR ik P A [IN+32:32]47
W INT _STATUS 25 /7 #% H 1] status £/ &
W E, WA FZA 4.
¥£: N=AXI_ADDRESS MSB - 33
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6.1.3.8 FAIL_CONTROL (0x01C)

Bits Name | Access | Resetvalue | Description
[31:25] reserved
[24] directio | RO 1’60 PR ARG R 2 BiERIEZ LI R, WH
n INT_STATUS &4 &5 H1 [ status 7 O &, NI
ANFEHZAL
1’b1: Write access
1’b0: Read access
[23:22] reserved
[21] non_sec | RO 1°b0 FRIRAEIETE Kt %4 1F Rk 2 T iEiE K, R
ure INT_STATUS 73475 H1 (1) status 7 4 &, M
AN FZAL
1’b1: Non-secure access
1’b0: Secure access
[20] privileg | RO 1’b0 FRIR AR TE SRR )38 2 AR R 18], Q2R
ed INT_STATUS #4745 1) status A7 CAE 1 E, T
AN FZAL
1’b1: Privileged access
1’b0: Unprivileged access
[19:0] reserved

6.1.3.9 FAIL_ID (0x020)

Bits Name | Access | Reset | Description
[31:N+1] reserved
[N:0] id RO 40 P ORAZ TS — R B B W J 1R 58— IR 1) 2R

W) AXT &K 19 ID {8, 0 INT_STATUS %
A status AL O BCE AN TRNZ A7 AF
.

¥£: N=AID WIDTH -1

6.1.3.10 REGION_BASE_0 (0x024)

Bits Name | Access | Reset | Description
[31:N+1] | reserved
[N:0] base_address 0 | RO 20 BRIAIEI 0 JECHTI 5 A B2 4KB X 5%

(K, W% AE e P AR 12

AR 0, H A

N =AXI_ADDRESS_WIDTH-13
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6.1.3.11 REGION_TOP _0 (0x028)

Bits Name | Access | Reset | Description
[31:N+1] reserved
[N:0] top_address 0 | RO 40 BRIAIEIE 0 JIGHT 4 5t A e 4KB Xf 5%

(K1, W% w A7 s P A2 12 S

L AR 1, H A,

N =AXI_ADDRESS WIDTH-13

6.1.3.12 REGION_ATTRIBUTES_ 0 (0x02C)

Bits Name Access | Reset Description

[31] s wr en 0 RW 1’bl FHRED VPR 0 0T 2 2 5 #AE
I'bl: UV G HRAR
1’b0: A FEVF SV 2 4 5 A4

[30] s rd_en 0 RW 1’bl FHRET VPR 0 AT 22 A SR A R
I'b1: SCVF % TR AR
1’b0: AN Fo V22 R TR A

[29:1] reserved

[0] region en 0 | RW 1’bl M RVHEH 015K
I’b1:7f LA H]
1’b0: I AL

6.1.3.13 REGION _ID ACCESS 0 (0x030)

NSAID (Non-secure Access IDentity) FfE— 15 B & H & K 1) master 8¢—41
master 1] 5473 o HERIELN 048 FH BRUE 72 BRI D 3 — > master A #7)-li NSAID

T A0 5 A master B S

Bits Name Access | Reset Description

[31:16] | nsaid wr en 0 | RW 41 BRINI 0 1 IE T 1) 5 SR, T —fr 3R
W17 NSAID X5 U A AR
Bitl6 NSAIDW=0
Bit17 NSAIDW=1
Bit31 NSAIDW=15

[15:0] | nsaid rd en 0 | RW 41 BRI O 137 I8 Uy ) LA R, T — Ak
B NSAID AR R 5 e A PR
Bit0 NSAIDR=0
Bitl NSAIDR=1
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| | | Bitl5  NSAIDR=I5

6.1.3.14 REGION BASE_<n>(0x030+(0x4*n))

Bits Name Access | Reset Description

[N:0] | base address <n> RW 20 G4 n JREA Sk K e 4KB
XFF ), WOZZF AT & AR )2 1L S
Huhk ) 12 A S LS . B G EIX
S ZFAF 2R, apb [ pdata[N:0]%F
()72 R I S [N+12:12]

7: N=AXI ADDRESS MSB-13 , n% 1-8

6.1.3.15 REGION_TOP_<n>(0x050+(0x4*n))

Bits Name Access | Reset Description

[N:0] | top_address <n> RW 20 Atk n TR S okl H g 2 4KB X
FEI),  WOZFAF A AR IR R 4 S
HEF 12 47 2 H S A B G B IX L
172555, apb 1 pdata[N:0]%F B # 72 Tl
BRI EIIN+12:12]

¥: N=AXI_ADDRESS MSB-13,n Jy 1-8

6.1.3.16 REGION_ATTRIBUTES <n> (0x070-+(0x4*n))

Bits Name Access | Reset | Description
[31] s wr en <n> | RW 1’b0 | TR VLI AT %245 He Ak

I’bl: AR SEAE
b0: A o2 4 5 HAE

[30] s rd en <n> |RW 1’60 | KU S RVFRNZIBHEAT 2 25k
I’bl: VPR AR
1'b0: A Fu V22 A A

[29:1] reserved

[0] region_en <n> | RW 1’b0 | &7 Feivr A A1k
1’b1:A] LLfg
1’bO:1ZIRATEAE

¥#: n N 1-8
6.1.3.17 REGION_ID ACCESS <n>  (0x090+(0x4*n))
NSAID (Non-secure Access IDentity) FfE— 145 B & Hi 185 3K 1) master 8(—4H
master [ 543 « FLERE Y 0. A8 I BRE & A 92— > master 3% #7 Bt NSAID
B AN A0 5 AR Y master B8 .

Bits Name Access Reset Description

[31:16] nsaid wr en <n> | RW 40 NSAID 5 ff &t , — LR T
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NSAID X} B 15 1 [a] AR
Bitl6 NSAIDW=0
Bitl7 NSAIDW=1

Bit31 NSAIDW=15

[15:0] nsaid rd en <n> | RW 40 NSAID % f# 6§ , —frERWT
NSAID X 87 (15257 0] A PR

Bit0 NSAIDR=0

Bitl NSAIDR=1

Bitl5 NSAIDR=15

¥ nN1-8
6.2 AES fEir

AES (Advanced Encryption Standard) B 70 2% U 7] 2508 1HEAT DA 2 1 Ab 2R A
AES BB E A ST 0 s AR R I, iz, T RLE R NOC 2] SDRAM/DIMM %4/
% . M SDRAM/DIMM | NOC £z (1@ . [FIRy, 7T LLELE bypass 25 7 #% 42 il £ i 2
TR EENNARE AN T NN AR R Al K S A R pAY R o e
6.2.1 bypass

BT AES o ifi k— 2B 1) cycle, S (ITERER — € BISEMT o X 22 4 1t A 2
SRIF P AT LB L C B bypass 277745, JCH] AES G514, 13 AES Ik 51 84 A itk
REVAT S«

Bypass —3tAH =AM, s, Zasiing L ms A SAIE . sy
AR, R R TG Ex 22 A AR AT B4, OSSR /N T
BB, 1 AES R MM REARFEAS IR RS, T AINE K A BE R 22 A48 9 1 B
M4, HRTSEE AES RUINBEE EIE, XA RITERE A R .

6.3 WEEE

58 D2000 )\ %24 CPU W B T & N, AT RLA R 2 A IS T E .. 4
BRI 2B E “ 248" (secure) B, R R AT ERA W LAVT 1% 3% 121K
K24 @R E Y “IE %A (non-secure) I, 2247 1135 SRANAE 22 4 il 35 SR #5 AT LAy
B

BAH RGN UTE RGIEAT I B A S0 & 2 4R Tk

8 D2000 \#% %4 CPU it —H % f7 s R E W I 22 JE Ik, A2 A7 G0 N —
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HE L, HNPENRENPOZTFARN 1AL R EHIAR 1, B&N e B E
N AR AT BRI 0, ML BIEWICE N “24a”. BETARNZEEIEE
L5 B R RO R A0 R 3R FT

R 6-2 WRUEEIEREFFRER

W A Ay Hi B HIAL
pcie 0x29F00028 0
gpiol 0x29F00008 0
uart0 1
uartl 2
uart2 3
uart3 4
i2¢0 5
i2cl 6
i2¢2 7
i2¢3 8
ORE 9-10
wdt0 11
wdtl 12
TR 13
spi0 14
gpio0 15
gspi 0x29F0001c¢ 0
qgspi_reg 1
Ipc 0x29F00018 0
R 1-4
hds 5
gmac( 6
gmacl 7
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spil 8
PR 9

otp 10
R 11-14
scto 0x29F00030 0

WA AAEEREY, 21 (B8 D2000 )\ ZBAgwETF ) Bl
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7 EHER

[ A F g 6 ] 0 AR B e A v, b B P LR RROAS o [ 45 I S AT 5
H,

KIS A=A R KB ATE R PBR (Phytium Boot Rom ).t i =il [ £
PBF(Phytium Base Firmware) 155 =75 [t . L, PBR [EfFAES A ) B[ E, Toik5E .
PBF [ {4 i KB ST i 4. 55 = 7 [EF e hL RaskAT 447

PBF 185 =5 [ SEHT IS, AT I {5 I8 BhiftFE A8 i ORI - AN e B e, [ B 6 /5 3 i 72
12 LU Efuse " IKIBT RIVR 5 A7 45 1O T BUE 5 47 6 7E FLASH fp 243 [ A fscAs 5, 2 [f 4
ARG AR T Efuse BT EIVR 27 £ 28 1 THBUE, A REIEHR JE 3l

Efuse f{3EhE A 0x2820A000, [ [F1 7 25 77 84 40 3%

® 7-1 iR E A7

ELR F ik RN Eiiipa

anti-rollback counter | 0x108~0x118 160bits anti-rollback counter,
15 [E] VR 1T 2%
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8 BUTHEELEE

PSPA fL & ANHATINEE . W{EHATFA 52 TEE FUE T3 REE, 2 WK 2-1. 1[{z
AT PR SR FH AT R B A AT DL S SMC $5 4 Aeb e fh oy R 7238 H.

8.1 SMC {84 H

SMC #8474 H. 3 %45 CPU I H SMC $i5 47 AJ {5 AT H 5 A F P AT PR B (| D)4, I
I cpu il I A7 ae A% 15 25 W08 FHERIE 50K 2 A Th e S B R A7 CPU I8 & 745,
SRIETAT SMC fa B (E BAE R G, JFRIE Z 2 DIRE S BT R % 2 Ik55 . TIRES
Hoie—> 32bit EHE SR, fRAFAE CPU I % /7 4% RO o, Hoig SCA AT & ARM TrustZone

FH Y
# 8-1SMC ¥ ID
(DRET AL ThRefR
31 0x80000000 0: FonbrdEii
1. FoRPsA A PATIE AR P
30 0x40000000 O:37~ SMC32 s
1:378 SMC64 i H 5
29:24 0x3F000000 0-47: THH;
48-49: W5 NS E) ID Yu
50-63: TI{EHEAE RS 1 1D YE
23-16 0x00FF0000 2 bit31 M 1B, AL 05
2 bit31 A 0 B, IZIIE AR E
15-0 0x0000FFFF M EE S FAMEX R —ANThhE

8.2 W{EHHIRXE

BT IR T A FISAAT AT, T DA 5 U A5 - I8 AT R RIS AT IR R
A B SR AR PTG %, IS AT AR I AT PR 5T R (A BRSSO T 5%, AT S T A%
[, WY DA e A S 5 A AR 5 A 7 AT MR B L SR AR R s T EE
T2 5 R [ 2 1) SGI i b 5 34T A2 B AIME L I TSR AR 7 5 P, TR R A

WK% 15 5 i,
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8.2.1 HIACE
8.2.1.1 A{5#(S-EL1)F {7 ific &
® [iiE GICR NSACRPIZF/Z#+1 Bit31-30 4 b’10, RVFIEL A CPU Kik 15 5%
coGiliiF
® [iLE DAIFON TN 0, FRRABFil IRQ H ik,
8.2.1.2 #H % EL2 B4 TR MEE
® [iiE HCR EL2 T {2451 IMO A8 1, HW ik hireg b 2] EL2; 5|5 OS #if,
NG LI 0.
® [iE DAIF [ 1A 0, FIRABEAK IRQ HlkT;
8.2.1.3 i+ #% EL1 Kernel 1 BB
® R Kernel A FELERIT, JoAEAISNE H.
8.2.2 Hikifi R
8.2.2.1 VSR AVHEAZ RIE i
® 5 SGI Ri%7F{7#% ICC_ASGIIR EL1;
2000/4CPU 3£ 4 M, 43 B 2 A~ cluster, £ cluster 7% 2 % Bl Core0-1 J& T cluster
0, Core2-3 J&T cluster 1. Wik 8-1 fizx, Affl A H#x CPU (¥ Cluster %5, TargetList i H

¥ CPU 7£ Cluster N1 ID, HJ 0-1. INTID A SGI H 5.

63 5655 4847 41 40 39 3231 2827 2423 1615 0
| RESO | Aff3 | RESO | IRM | Aff2 | RESO | INTID | Aff1 | Target List

P 8-11ICC_ASGIIR_ELI

8.2.2.2 FHERFEAERKIE B

® 5 SGI Ri%% 174 ICC_SGIIR_EL1D), Zfrast%% . ICC_ASGIIR ELI.
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