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KA optee-ft 2488 GP MISEFF LM TEE OS, 335 KEERESH D2000 24 CPU BR%, AAEEA
B, BFRAAEFLABEENLETERNA, B optee-ft I24t 7T ' SDK, FEZF TA F1 CA,

2 BRI S| O

2.1 AR

&% D2000 2% CPU S5 7 BHEHNES [ EE (UM EFR SCTO) , 3 #F SM2/SM3/SM4/SM9 EL7RRE - IniE
B optee-ft 2 HEAYEE OAR/E, 1§ SCTO HUMRSCINEE API AR IRE! libmbedtls &=, LI KB & TEE 34z
KIBEF SM2/SM3/SM4 E3K .

optee-ft IR#E GP HSELI T & AMINHEE . XERXIMTERENBRAEANEMER. IREFE
FAEHNTEFS BRI XLE L, WAFTEBRESNNREEEZZNZARNT., ¥FEEAFMm
5 EREXTARE, RBEREGPHSE, ARXMNAERNASRT LIS HIRAMER . HETEMK
BEZRERE, WE 21, FH1EHIE SM2. SM3 M SM4 JRZE AP, ¥HF SCTO LI, ol @id GP
FOERE OB A B | B A N R ST B SM2. SM3 1 SM4 BE NS . HEENIBELS 2%
SARIE,

BRI SM2 EABERMAK AP ED, 85 BHNENR. BHESER. NE. @5, 2aME
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SR SMA BARERBAKX APIED, B WM. EFEE. T, ERTREARHRT R, EF
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2.2 ¥

2.2.1 SM2 E R OUEA

7t optee-ft BRTARAMN SM2 REEALAZEAHR, WHLIUABTRMBHIE, FTERIRIELLR
BREEX, FRBAT

—. TESM2 JnfEEER, BAIGERER T C1C2C3 A, RARTESIPRTE KMUAEE, 40 C1C3C2
.

T M2 B EEERED, S B msg AR BBIENBE, RITE AT SXE R GIREF scto H scto_tac
ST sm2_sign_digest BEE,

=, ESM ERKZEOR, FEHIEAN DEREX, LR, SR rlls XM DER £ 4R
HHREE, ARER, SNBAANZZMH DER EE, AINERBENRBALIEA DER HEHE.

static TEE_Result sm2_generate_keypair(struct ecc_keypair *key, size_t key_size)
IhEeE: 4Rk SM2 Z4A%T
SH key. BTREZPS



S key size: BHAKE
REER: 0 RRMINERBIAN, HAHER

static void sm2_free_public_key(struct ecc_public_key *s)
Thee: B SM2 FRXY
SH s BMNERX
REIER: BINERE A

TEE_Result sm2_pke_encrypt(struct ecc_public_key *key, const uint8_t *src,
size_t src_len, uint8_t *dst, size_t *dst_len)
THhRE: {E/ SM2 B AINE $RE
SH key: MNEERR SM2 A%
S src. BEMNBRILIE
S¥ src_len: FTEINBEIENKE
SHdst: AT REMBEIE
S dst_len: ASHRFMBEERF=ENAN, RENFKTIZREENKE
REZER: 0 RAMEMT), HMFRRER

TEE_Result sm2_pke_decrypt(struct ecc_keypair *key,const uint8_t src,
size_t src_len, uint8_t *dst,size_t *dst_len)

TheE: {3 SM2 BDR R HURE

SH ey EEERR SM2 ZAXY

SH src. BEBBNEIE

SH srclen: FTEBBEIRNKE

SH dst. BT REFMBENE

SH dst_len: ASHEFTHEBEERFZENAN, RERZTEDEEIBIKE
BEIZER 0RTBEMRY, EMRRER

TEE_Result sm2_dsa_sign(uint32_t algo,struct ecc_keypair *key, const uint8_t *msg,
size_t msg_len, uint8_t *sig, size_t *sig_len)

RS f£H SM2 B % &

¥ algo. BRER



SH key: BRFEHH M2 BHAX

S msg. BEXZNEIERHE

SH msg_len. BEXFZNHEBENKE BRITEAD 2 FT
SHsig0 BTREFLH

SH sig_len: ASHEREZREZENRN, BEEREZNKE
BEIGR: 0 R/AEEMI, HRRER

TEE_Result sm2_dsa_verify(uint32_t algo,struct ecc_public_key *key, const uint8_t *msg,
size_t msg_len, const uint8_t *sig, size_t sig_len)

Iheg: f#/8 SM2 EEE %

S algo: HERKT

S key: WHEF AR SM2 A

SH msg. BERLNEERE

SH msg_len: FERENEIERENKE ERIIREHN 32 FD
BH sign £&

S# sig_len: HEEZHNKE

BREIZER: 0 ®RAREMT), HMRRER

2.2.2 SM3 E RO A

SM3 LI T (£ A DMA 51 IEM A, E DMA 52—, TREBELNRERFHEDBIEEEH. E
B, X SM3 BN T Az E, £ S AEREMS I BENBR T EARMEE, BRI ME, JUBRER,

void mbedtls_sm3_init( mbedtls_sm3_context *ctx )
THRE: AL cix IR {EAN S | BRI R EFE Tt
¥ cix: SM3 ETX
REIEER MINTERAIIAT

int mbedtls_sm3_starts_ret(mbedtls_sm3_context *ctx )
Ihee: WA HASH WIS EMEIREKE
240 ctx. SM3 E R
BREER 0 RFFAHLNT), HhRRER



int mbedtls_sm3_update_ret(mbedtls_sm3_context *ctx, const unsigned char *input, size_t ilen )
TheE: SEHT SM3 BARVEUIR
S ctx. SM3 _ETX
S input. BE SM3 ERIZEREIE
SHilen: FIROKE
REZER 03RRI, EfhR=ER

int mbedtls_sm3_finish_ret( mbedtls_sm3_context *ctx, unsigned char output[32] )
TheE: BTEIEEF/ETM SM3 Bk
240 ctx. SM3 E R
¥ output: FATFREIFEENER
REZER 03RRI, HEfbR=EIR

void mbedtls_sm3_free( mbedtls_sm3_context *ctx )
Thee: BTRIS SM3 £ RS ER
240 ctx. SM3 E R
BEILR MINEE SM3 £ TSR

void mbedtls_sm3_clone( mbedtls_sm3_context =dst, const mbedtls_sm3_context *src )
TheE: ZefE SM3 ETFX
SH dst: FEFERY SM3 ETX
S#src JRIAH SM3 LR
BREEER RINFRE SM3 T SEIRE

2.2.3 SM4 EikKEOHA

SM4 27 {EFH DMA SIEBREMNA T, 1E DMA 3| — TiRIELRERHERWMINEEFEH. [E

B, X SM4 SBT3z E, £ S AEREHS I BENBR T RARMEE, BRI ME, JUBRER,

TEE_Result mbed_sm4_init(struct crypto_cipher_ctx *ctx,
TEE_OperationMode mode, const uint8_t *key1,
size_t keyl_len, const uint8_t *key2 __ unused,
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size_t key?2_len __unused, const uint8_t *iv, size_t iv_len)

ThEE: SM4 BRI

SH cx. ETFX

Z¥ mode: BIERN, XETEINITLRE
S keyl: INEETHIESA

SH keyl len: BRNKE

SH key2: SM4 EIERAZ

SH key2_len: SM4 BiEARAE

SH v VIEtaE

SH v len: WBKEENKE

BEIER 0RIABMAY, HitbRrHER

TEE_Result mbed_sm4_cbc_update(struct crypto_cipher_ctx *ctx, bool last_block __unused,
const uint8_t *data, size_t len, uint8_t *dst)

Iheg: SM4 CBC A EHHIE, RIBLTUHERINTERHEE
ZH o ETX

Z40 last_block: SM4 EikFk B E|

B4 data: HRELENEIE

SH len: FELEPFIBIKE, TK 16 FHHFT

SH dst. FRAEENEE

BEIER 0 FZFNENY), HMERTRER

TEE_Result mbed_sm4_ecb_update(struct crypto_cipher_ctx *ctx, bool last_block __unused,
const uint8_t *data, size_t len, uint8_t *dst)

Ihee: SM4 ECBEXEHHIE, RI\LTXHEZINTERHRE
S ctx. FTX

ZH last_block: SM4 EixFRHE

B4 data: HRELEREIE

SHlen FBEAENEIRMKE, Tk 16 FHXFF

SHdst AL EEREE

WREER 0 RAIEND), HthRAEIR



TEE_Result mbed_sm4_ctr_update(struct crypto_cipher_ctx *ctx, bool last_block __unused,
const uint8_t *data, size_t len, uint8_t *dst)

Ihee: SM4 CTR =X EHEIE, MNREE A

BH ctx. EFX

S# last_block: SM4 B3k A

B4 data: HRELEREIE

S len: FELENBIROKE, TK 16 FHHF
SH dst: R EERERE

WREER 0 RAAIERMD), HthRAEIR

void mbed_sm4_final(struct crypto_cipher_ctx *ctx)
Ihee: SeAk SM4 Bk, <BE TS EE
ZH ctx. E R
BEIZR MINSERL SM4 Bk

void mbed_sm4_free_ctx(struct crypto_cipher_ctx *ctx)
IhgE: B SM4 E T
ZH ctx. ERX
REZER IR ETX

void mbed_sm4_copy._state(struct crypto_cipher_ctx *dst_ctx,
struct crypto_cipher_ctx *src_ctx)

Ihee: B SM4 £
SH dstcix: TR ETX
SH# src_ctx: RIAETX
BEIZER ATk ETX

2.3 M LA

SR T EREEEZEEAR, EFERXEEDIMBTERET, W, ERE-LERUNES
T,
MIHKAHIA CentOS-82 R, WAZA 4195, FEA T phytium $IRIZARARIHNT . BEE, FHiFEH
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VIR TR
231 PR

AT HR SCTO A EII B ERNVIAIRE, X BB optee-ft B driver_init B A K5, E/BNITE
HRSEARFIIE AL

XERREBA T optee_os/core/drivers/phytium/ft_scto.c XA, R IAT JLERS TIE:

— SEM SCTO 10 b B A 224 10 #idlk, H A SMX_RESERVE _BASE Al E ik B —Ex bt %4t
£8, RIBEBLERFREFHOEMUFIAN, BRI,

#define SRAM_BASE (0x29800000)

#define  SMX_RESERVE_BASE (SRAM_BASE + 0x0000UL)  //just for temporary use
#define SMX_RESERVE_SIZE (0x1000)

#define SMX_BASE_ADDR 0x28220000

#define SMX_BASE_SIZE 0x7000

register_phys_mem_pgdirf(MEM_AREA_IO_SEC, SMX_BASE_ADDR, SMX_BASE_SIZE):
register_phys_mem_pgdir(MEM_AREA_IO_SEC, SMX_RESERVE_BASE, SMX_RESERVE_SIZE);

—. RAtat RO driver_init 820,

driver_init(phytium_sm_init);
2.3.2 SM2 £ OEAM

SM2 A 4AHE O
BHEEGH AP EATIBARARZTEUT LS

— . TE optee_os/core/tee/tee svc_cryp.c L fF HJ tee obj set type R # I 1 SM2 4 X

crypto_acipher_alloc_sm2_public_key,
case TEE_TYPE_SM2_DSA_PUBLIC_KEY:
case TEE_TYPE_SM2_PKE_PUBLIC_KEY:
case TEE_TYPE_SM2_KEP_PUBLIC_KEY:

res = crypto_acipher_alloc_sm?2_public_key(o->attr, obj_type,

max_key_size);
break;

— . T optee_os/core/crypto/crypto.c 3HSEIY crypto_acipher_alloc_sm2_public_key,

= . 7£ optee_os/lib/libmbedtls/core/sm?2.c XA LI crypto_acipher_alloc_sm2_public_key, 2 & & %k
UFH) APl 2 optee-ft TRE AR,

SM2 FAxHE DT M

BHEEGH AP EATIBARARZTEUT LS



— . TE optee_os/core/tee/tee svc_cryp.c X fF HJ tee obj set type R # I 1 SM2 4 X

crypto_acipher_alloc_sm?2_keypair,
case TEE_TYPE_SM2_DSA_KEYPAIR:
case TEE_TYPE_SM2_PKE_KEYPAIR:
case TEE_TYPE_SM2_KEP_KEYPAIR:
res = crypto_acipher_alloc_sm?2_keypair(o->attr, obj_type,
max_key_size);
break;

— . £ optee_os/core/crypto/crypto.c SLHFHRSEIR crypto_acipher_alloc_sm2_keypair.
= . £ optee_os/lib/libmbedtls/core/sm2.c LA SETT crypto_asym_alloc_sm?2_keypair, ¥ E L EIFH
api ¥\ optee-ft MBKR,

2.3.3 SM3 T

HMAC #1 HASH st BRI —ERER D, BEHEFH api BATIBRRAFTEUTILE:

— . ¥E optee_os/core/crypto/ B 3% sm3-hash.c #1 sm3-hmac.c XHH, FREERAENGHEELIMED,

— . T£ optee_os/lib/libmbedtls/core/ B 3% hash.c #1 hmac.c SXHH . 23RN crypto_sm3_alloc_ctx # M1
A0 crypto_hmac_sm3_alloc_ctx #H, ¥ SM3ETUEMEREEF *£,

= . TE optee_os/lib/libmbedtls/mbedtls/library/md.c XEH, &0 SM3 BAER, FHRBEHIEHA AP R
MEFRERENNHOXEE, 934 mbedtls md_starts. mbedtls md_update . mbedtls_md_finish «

mbedtls_ md_free 1 mbedtls_md_clone,
2.3.4 SM4 B OF

KRR AP EATIBRARBTZ LY.

— . 7t optee_os/core/crypto/ B3 | smé-cbc.c. smé-ecb.c 1 sma-ctr.c =N EH, FREREA RN
HLEA,

— E optee_os/lib/libmbedtls/core/sm4.c XA SLIY crypto_sm4_cbc_alloc_ctx.crypto_smé_ech_alloc_ctx

A1 crypto_smé4_ctr_alloc_ctx 3# A, ¥ZSHEE X ST AP TR EIFRAERZES,
2.35 RBIREFE

7F scto/ta/scto_ta.c XHFH, 1% CP FREREIEA, LI T SM2 INBEMNEZE X INEE, SM3 HASH
1 HMAC 188, SM4 CBC. ECB Fl CTR =X FINEZ TheE, BIAT S 20 BERAD,
[ER, 7E scto/host/scto.c X, SEE 7 XX LEThEERYIE .



236 FiE

BEFEUTILL:

—. # A\ optee_os BF, WMITW T ir<4m1E TEE OS,
/build_optee_os d2000

—. #EA optee_client BE, BT TS ERIF CA ik APl &,
/build_optee_client_ft.sh

=. #A hello_world B3, TN TS HFERIEZER.
/build_ta_scto_ft.sh

237 =17

—. FIFTHH TEE OS 4 out/tee-phytium-d2000.bin, FEK EITENEH5E % UEF &/ thoot
heelG EnE, o5% (F%H D2000 24 CPU-QuickStart),

—. REREsTME, #HASDK B, WTWTwSEs CAmEeERF.
Jout/data/bin/tee-supplicant -d /dev/teepriv0 &

=. BT <K out/data/optee_armtz/ B & MY TA 12745 I 2|/data/optee_armtz/ E3E T,
mkdir -p /data/optee_armtz/
cp /out/data/optee_armtz/* /data/optee_armtz/

M. M7 TS BsinBIER, ARSI 7 1MEE, BMEESEINTHERE, EF8RHER
=ik,
/out/data/bin/scto
BR SM2 AR E AR BB EURE R B BRILSN, SM3 F0 SMA HAXBEZNERIEB SR BEENE RN
b, DIRIETEEREEERH. (SM2 EXF5RMHERINBENRY, XEARFRAEEERTTFER
XfEE)
MINGER M TRAR:

/

&21 WHAER

MARH 3 INHESTER

SM2 fnkg# TR
SM2 A5 TR
SM3 HASH ke
SM3 HMAC ke
SM4 CBC g T4t
SM4 ECB fnfig 2 T4t
SM4 CTR JfE T4t

10



3 B A efuse EE#EL

31

"

LTy

KA IR efuse TheE, AWH-SCIN TEE OS T efuse_rw HIRINAE, efuse_rw 1R B T304 efuse
B ICVFLAG #1 HBK I MR SR IE, AR T Y RBA S KEILERIENS.

TEE 3R, User RIZTTHIN AFEF TA (Trust Application) ST IXEREE A efuse_rw FRIR AP EYEE 4R (E
efuse B, 1BIER efuse B—RMBNEL, DIR efuse FI—L i SR B4,

EEES S UNNEE

TEE

User Space

TA | TA \

d H

Kernel Space J

[ efuse _rw driver ]

M

HW engine X
[ efuse space ]

3.1 efuse ESIHAXARE

32 MW
int efuse_hbk_write(void)
Ingg: efuse B ICVFLAG Fl HBK PN X Y write #4E,
&[E: 0 I

11



-1 e
AR efuse B—RMBANEH, BAFERIVGHEENARBHERBF, SAICVFLAG XiFHY
HARE L AEZ &8 ICVFLGA val 1, B HBK XEHIHIEE 1L A28 HBK val 1,

void efuse_hbk_print(void)
IheE: efuse A1 ICVFLAG A1 HBK PN X i EUEAEH H#R1E, B H E) console 0 2R,
RE T

3.3 M LA

AR TR, 12— 5T REE F1 TEE B BRI B MINEE . FE7E €& FT2000/4 B84
e t#TTEam,
3.3.1 WiBH 7R

MR T EATR, EHIRAE S T A P SL AR,

REE | TEE
|
|
efuse_rw | TA
test
i :
User ] : User
__________________________ [___---_-_-_4---__________
Kernel | PTA TEE OS
TEE v
driver |
| efuse_rw
I
|
|
|
|



3.3 efuse 5 ZEOMIX L RE

ML BRMNT

£ 1. REE 3% User 257 A efuse rw test, JRAZH efuse rw_test.c, It 4% GBI 1T efuse rw test
FMAE REE XA S RARH bin BT, B HAEBZNBREF.

IR 2. AT URESEANEMIPERIE, TIEWMMERIEES A& Linux TEE driver 7, BJ3% open session,
invoke command S FRERE QR E, T RIIUFRYE GP AERME, EANE XN KM RER command 47
LRI TEE UARRZEY PTA /7,

H 3 PTA (Pseudo TA) 1EA—ME TA, TTRUEIM TA 5 REE i ITARER) GP X E#RIE, T UE
#Eipla) TEE OS R AR M. RIBEEL KM RE command a5, XN efuse PTA 1 AR E AV
(==

HB| 4 REEI efuse_rw EERAVEE OB A, 5T efuse AR S NBRIEANL L BRIE1E,

3.3.2 M LOG

FEFTA DEBUG ERITHIVRAS T, BIBEE ARSI T
Invoking TA before
F/TC:? O invoke_command:61 command entry point for pseudo ta "efuse_rw_invoke.pta"
D/TC:? O efuse_hbk_write:54 Unlock efuse success!
D/TC:? O efuse_hbk_write:86 Waiting for!

D/TC:? 0 efuse_hbk_write:91 reg[MAP_INT] 5!
D/TC:? 0 efuse_hbk_write:86 Waiting for!
D/TC:? 0 efuse_hbk_write:91 reg[MAP_INT] 5!
D/TC:? O efuse_hbk_write:86 Waiting for!
D/TC:? 0 efuse_hbk_write:91 reg[MAP_INT] 51
D/TC:? O efuse_hbk_write:86 Waiting for!
D/TC:? 0 efuse_hbk_write:91 reg[MAP_INT] 5!
D/TC:? 0 efuse_hbk_write:86 Waiting for!
D/TC:? 0 efuse_hbk_write:91 reg[MAP_INT] 5!
D/TC:? O efuse_hbk_write:86 Waiting for!
D/TC:? 0 efuse_hbk_write:91 reg[MAP_INT] 51
D/TC:? O efuse_hbk_write:86 Waiting for!
D/TC:? 0 efuse_hbk_write:91 reg[MAP_INT] 5!
D/TC:? 0 efuse_hbk_write:86 Waiting for!
D/TC:? 0 efuse_hbk_write:91 reg[MAP_INT] 5!

Invoking TA after
FEFTA DEBUG ERITHIVRAS T, HIREE NIRRT

13



Invoking TA before

F/TC:? 0 invoke_command:61 command entry point for pseudo ta "efuse_rw_invoke.pta"
D/TC:? 0 efuse_hbk_print:115 EFUSE[ICVFLAG] 00000000
D/TC:? O efuse_hbk_print:117 EFUSE[HBK]:

D/TC:? 0 efuse_hbk_print:120 ¢4:01234567

D/TC:? O efuse_hbk_print:120 ¢8:89abcdef

D/TC:? 0 efuse_hbk_print:120 ¢c:00112233

D/TC:? 0 efuse_hbk_print:120 d0:44556677

D/TC:? 0 efuse_hbk_print:120 d4:8899aabb

D/TC:? O efuse_hbk_print:120 d8:ccddeeff

D/TC:? 0 efuse_hbk_print:120 dc:00011122

D/TC:? O efuse_hbk_print:120 €0:23334445

Invoking TA after

MR ERIGHIR

4 SMCER#&ZRA

4.1 ¥EARR

5%t D2000 L4 CPU S HF TEE IRE8Bid SMC 155 V8 A EL3 LSRN S X RNEHE R BRI
B2, EARRS I ASE www.phytium.com.cn FIHE_E A FAR SR/ 2 /0B  (Phytium Base Firmware
ZEAFSE),

BEOBEBXRNTEAAR

14



TEE

User Space
hH
pbfiE O iR 5 24 pbfse Ak R E 5 R
Kernel Space $

[ arm_smc_call ]

M

smctidr

h 4

[ PBFAR & 4L 3 ]

PBF

41 SMCIHARXRE

42 ¥R
void thread_arm_smc_call(struct thread_smc_argsx* in, struct thread_smc_args* out)
Ihee: & SMCIEA, HRHFEROER.
SHin: WA LT, TEEAREZEMZEE, 438 SMC ERHE,
S¥out: Mt ETX, TEEARELMET, MiE SMC I BILE.

RkE T

43 MASLA
%IRRT M TEE BT RERMEWRIER, FRUNELARE TEE SOMGBKE, EEEMZED

E1HRE PBF FRAGE.
M ARADIA T

struct thread_smc_args in = {0};
struct thread_smc_args out = {0},

in.a0 = 0x82000001;
15



thread_arm_smc_call(&in, &out);
EMSG("PBF version: %Ix", out.a0);

iz LOG W

EITCEO console_init:273 enter c code(piOll)
I/TC: OP-TEE 3.12.0 (15:54:15 Jun 1 2021)
NOTICE: Phytium System Service Call: 0x82000001

ELTC:0 console_1nit:280 PBF version : 1004d
T/ TG

(AL LY =~ B

TINE S PBFEASE, DEARASE 1004d, TWEXHEEM, 1 AKRES, 4d H/INRAS, 4d
F3HIR 77, AL pbf BIBRAS BWERRE 1.77, HFEEITIE pbf MARAITED log, MIRLEREIR.
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